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CHAPTER I

INTRODUCTION

The military and strategic implications of Soviet-American
technology transfer have become national security issues of increasing
| importance to United States defense decision makers. The Soviet
Union's increased reliance upon Western, and particularly United
States, technology is motivated by military and strategic as well as
economic considerations. Over the past ten years, the United States
liberalized its export control and technology exchange policies to
permit the transfer of significant quantities of technological know-how
and jnformation to the USSR. During the era of détente, technology
transfer became an integral element of United States-Soviet trade
relations. A primary objective of this increase in United States
technology transfer to:the Soviet Union was to obtain a'prospettive
moderation in Soviet geopolitical behavior in return for trade and
technology needed by the Soviet Union.

It will be the purpose of this dissertation to analyze the
extent to which United States technology transfer has contributed to
the improvement of Soviet military capabilities, whether directly,

through the diversion of commercial technoTogy for military end-uses,




or indirectly, through the improvement of Soviet defense-industrial
capabilities.

In documenting the national security implications of Soviet-
American technology transfer, the writer will use primary source
| materials such as United States government publications highlighting
major changes in United States export control policy; congressional
hearings on United States export control legislation; Central Intelli-
gence Agency and Office of Technology Assessment studies on East-West
technolegy transfer; Defense Department statements on technology
export control; and the legislative debate on the 1979 Export Adminis-

tration Act placed into the Congressional Record. The principal

secondary sources to be used will be books and articles on United
States-Soviet technology transfer written by such analysts as J. Fred
Bucy, Philip Hanson, Susan Creel, Richard Portes, Miles Costick, and
Antony C. Sutton. Writings and testimony on the technology transfer
issue of members of Congress will also be used. Periodical and
newspaper articles specifically dealing with the technology transfer
issue will be used when needed to update information presented in the
| dissertation.

In analyzing fhe national security implications of United
States-Soviet technology transfer, a frame of reference must be
established in defining technology transfer. The definition of

technology transfer to be used in the dissertation will be broad. It




will include:

1.

pensate for the inability of its economic system to indigenously
modernizé its industry through the introduction of new technologies.
However, it also seeks Western technology for military purposes.

The fundamental hypothesis of this dissertation is that United States
national security interests haveibeen harmed during this period of

increased technology transfer to the Soviet Union. To test this

‘that supply the USSR with technological information

The importation of industrial plants and factories, especially
"turn-key" factories

The sale of manufacturing capabilities and products

The sale of technological designs and know-how

Soviet technical agreements with private United States companies

United States-Soviet bilateral technical agreements and cooperative
initiatives, primarily in the fields of space, energy and -atomic
energy

The use of "whip-saw" bargaining tactics during commercial trade
negotiations with United States companies to extract technological
information before a deal is consunmated

Industrial espionage

The education of Soviet bloc personnel in United States educational
and commercial institutions

The Kremlin has sought the technology of the West to com-




hypothesis and address the military implications of technology transfer
to United States national security, certain key questions must be

asked.  Among the key questions to be raised by this dissertation are:

1. Does the Soviet Union consciously view technology
importation as a means by which its military-industrial base can be
upgraded? Is technology transfer seen by the Kremlin as ene means
through which it can decrease the defense technology gap with the
United States and fill critical technological gaps in its defense-
industrial base? In what industrial areas do the Soviets have major
deficiencies, and have to resort to technology importation? To what
extent does Western technology transfer indirectly benefit Moscow by

alleviating criticalresource allocation decisions?

2. How has the dynamic nature:of:new techno}ogy, particu-
larly "dual use" commercial technologies, altered the relationship
between technology and weaponry? Has the United States failed to
understand the nature of the Soviet technological challenge and the
role that technology transfer plays in Soviet-American military

relations?

3. Has the United States export control system failed to
adequately protect United States national security interests? If so,
how? How should the export control system be changed, and what should

it try to accomplish?.




4. MWhat effect have the United States-Soviet bilateral
and private sector science and technology exchange agreements had on
United States national security interests? Have these agreements
fulfilled their original purposes? Upon what principles should
United States-Soviet science and technology exchangesagreements be

based?

5. What specific technology transfers can be pointed to as
having had adverse national security implications for the United
States? In ansWering thi; question, considerable attention will be
| given to case studies of technology transfers in the fields of
computers and electronics, the automotive industry, the machine tool

industry, the aerospace industry, and the oil and gas industry.

After these questions have been answered, it will be
necessary to review the 1979 Export Administration Act, under which
high-technology exports are controlied, to determine if it constitutes
an acceptable basis from which to control such technology transfers
to the Soviet Union in the future. In reviewing current United
States export control legislation, the role of the Secretary of
Defense in the export control process will.be analyzed to determine
if he is given sufficient powers to prevent the transfer of military-
criticél technologies. Moreover, the general thrust of the 1979 act

will be analyzed to determine whether it is primarily trade-oriented




or control-oriented, thereby providing an indicator as to whether the
United States export control system will be in need of revision in the
future to ensure that the United States will more efféctively preserve
its defense technology lead over the Soviet Union.:

The Carter.Administration's;technology‘embargo_and post-
Afghanistan policy guidelines will also be analyzed to determine their
effectiveness and appropriateness. ~The key Questions to be con-
sidered in analyzing the Carter Administration's use of technology
leverage policies against the Soviets in response to the Soviet
Union's invasion of Afghanistan are whether the guidelines were
sufficiently restrictive and consistent enough to be indicative of a
| genuine change in United States export control policy toward the
Soviets, or if they were primarily used és measures to temporarily
punish Moscow for its geopolitical behavior.

In concluding,'a judgment will be made as to the future
course of United States-Soviet technology transfer and United States
export control policy. The basis for making the judgment as to
whether United States policy will become more restrictive, or revert
to its state during the early years of deétente will be whether the
Soviet Union has gained an unacceptable amount of direct and indirect
military benefit from United States-Soviet technoldgy transfer, based

upon the evidence presented in this dissertation.




CHAPTER II
HISTORICAL OVERVIEW

History records that the most powerful nations of any era
are those that are able to take advantage of their industrial, manu-
facturing and technological capabilities to expand their political
and military power. Great Britain's technological Tead over the rest
of the world during the Industrial Revolution was of paramount impor-
tan;e to its dominant pdsition as a naval and colonial power in the
nfneteenth century.. Imperial Gérmany was able to develop a highly
sophisticated military éstab]ishment in. the early twentieth century
as a result of its industrial and technological capabilities. The
United States assumed the role of international technological leader
at the end of the first world war and had continued its leadership
throughout the post-World War II era.1 Technological innovations
have'historically played an important role in military affa'irs.2
Today there is an increased awareness of the po]itical and military
impact that technology has on international affairs, especially since
technology has become a factor in the political competition between

the superpowers.




Technology is an important element not only in military
power, but also in a nation's economic growth. For the United States
and the Soviet Union, technology transfer has been an important
element of United States-Soviet trade relations since the 19205.3
With the creation of the Soviet state, Soviet leaders made the acquisi-
tion of Western technology a major goal. Lenin had first asked
Western business interests to come into the Soviet Union and set up
concessions during the early days of the New: Economic Policy. Lenin's
basic goal was the improvement of Soviet primary industry, through the
transfer of Western technology, equipment, and production processes.
This remains a major Soviet import objective even today.

American technology transfer to the Soviet Union histori-
cally played a major role in the development of the Soviet economy.

In the eak]y 1930s the Alfred Kahn Company of Detroit designed and
engineered many of the Gosplan industrial projects.for the Soviet
Union; and the Ford Motor Company helped to design the Gorki automobile
plant.5 Armand Hammer of Occidental Petroleum and Averi]] Harriman
were two major United States entrepreneurs who had mi]ljdns of dollars
worth of investments in the Soviet Union.G, United States asﬁistance
to the Soviet Union rose to such heights that from 1928 to 1933, two-
thirds of all Soviet industrial projects were bdi]t by the United

States.7 - Table 1 outlines the extent to which United States companies

built plants in the Soviet.Um'on.8 During this early period of




Table 1

American Firms Helping to Construct Soviet Plants
(1928-1933)

Plant ‘ ‘U.S. Firm
Gosproektstroi Albert Kahn
Nitric acid p]aﬁts DuPont
Steelworks Arthur G. McKee
Dniepr Dam generators General Electric
Kharkov turbine works General Electric
Gorki auto plant Austin Company
Moscow auto plant A. J. Brandt (Detroit)
Yaroslavl auto plant Hercules Motor Corp.
Stalingrad tractor plant Built in U.S.; shipped to

Soviet Union

Source: Carl Gershman, "Selling Them the Rope-Business and the
Soviets," Commentary, April 1979, p. 37-38..




technology importation, the Soviets began to import instrumentation
record equipment from the Powers and Hollerith firm as weﬂ.9

The primary reason for this massive infusion of Western,
and particularly American, technology into the Soviet Union has been
commonly attributed to the inefficiencies of the Soviet economic
system. The major structural problem facing the Soviet*Union is an
inability to devé]op the engineering and manufacturipg skills needed
for large-scale production of'gooqs over prolonged time‘periods.lo
Hence, the Soviet inability to translate scientific knowledge to
prqduction and manufacturing know-how represents the major weakness
in the Soviet economy.

The USSR | attempted to arrest its dependence upon Western
technology ih the early 1930s. In 1931, Stalin proposed to close the
Western-Soviet technology gap within ten years.11 ~Soviet imports
from the United States declined from $230 million in 1930 to‘$l4 mil-
Tion by 1934.12 This decision led to a relative period of Soviet
technological autarky, which, combined with the Soviet "United Front"
policy against Germany and pd]itica] opportunism generated by the

Great Depression, inhibited Soviet technology importation until 1941.

Lend-Lease
During World War II, Soviet-American technology transfer
revived--this time, with the United States transferring directly to

Moscow military weapons and equipment under the Lend-Lease program
10




that had not been transferred ever before. The United States-Soviet
war-time alliance led to transfer of over $12.5 billion worth of
mi]itary hardware, industrial equipment, and 60nmi1itary aid to the
Soviet Union, $8.5 billion of which went into the military hardware
category.13

‘Direct arms aid to the Soviet Union was made in such
categories as aircraft and aircraft equipment, military supplies
(i.e., éombat vehicles, ammunitioﬁ; ordnance service vehicles, military
trucks and»motorcyc]es, spare parts, etc.) and also naval and marine
equipment (minesweepers, torpedo boats, combat ships).14 Automotive
transfers were a major source of United States military supplies to
the Soviet during the war, and directly contributed to Soviet war-
fighting capabilities. ‘Under Lend-Lease the United States sent auto-
motive vehicles and parts to the Soviet Union, as shown in Table 2.15

The importance of Lend-Lease to the Soviet{mi]itaf& was
twofold. First, it undoubtedly helped the Soviets defeat Nazi
Germany on the Soviet-German front, thereby contributing to a shorten-
ing of the war.  But Lend-Lease also enabled the Soviets to use
items transferred under Lend-lLease as prototypes for.fstandard Soviet
military equipment."16

Following the Second World War (1946-49), the Sovigts went
back to a relative period of technological autarky. Nonetheless,

it benefitted from the seizure of $10 billion worth of industrial and

11




Table 2

U.S. Automotive Supplies to Soviet Union Under Lend-Lease

43,728  jeeps 814 5-ton trucks
3,510 jeep-amphibians 2,784 special purpose trucks
25,564  3/4-ton trucks 792 Mack 10-ton cargo
trucks

218,664 1%-ton trucks
182,938 2%-ton trucks

586  1%-ton amphibians 1,000 spare engines

1,938 tractor trailers

Source: Antony C. Sutton, National Suicide: Military Aid to the
Soviet Union (New Rochelle, N.Y.: Arlington House, 1973),
p. 120.

military technology by raping East Germany's industrial plants and
re-shipping German industrial equipment to the Soviet Union directly
after World War II. East German plants that were piliaged and that
had their industrial equipment subsequently re-transferred to the
Soviet Union included the Karl Zeiss factory (optical instruments),
the Opel autoworks, and the Nordhausen V-2 rocket plant.17 Approxi-
mately two-thirds of Germany's aircraft and rocket industry was re-
transferred to the USSR, and in October of 1946 some 6,000 German

| scientists, technicians, and engineers were forcibly sent to Russia

12




by the Soviet government in Moscow.18

By the end of the 1940s, the Soviet government was discover-
ing that its industrial plant was significantly behind the West in
such areaé‘as automotive technology, machine tools, oil and gas
technology, and especially, computers and electronics technology.
"Not‘coincidentally, 1nlMarch‘1948; all exports to the Soviet Union and
its bloc allies were put under "mandatory licensing," and in 1949 the
‘U.S. Congress passed the Export. Control Act,.designed to restrict
exports to the Soviet Union “that would contribute to either their
military or economic potentia]."19 At that time a conscious decision
was made not only to deny military exports to the SoViets, but also
economic exports that would increase its industria] capacity.

In that same year, the NATO countries (including Japan,
excluding Iceland) formed COCOM (Consultative Group Coordinating
Committee), a multilateral group that developed a commodﬁty.contro]
Tist of embargoed technologies and products that would benefit the
Soviet Union and its bloc a]lies,zo The U.S. Mutual Assistance Act
(Battle Act) of 1951 served.as the 1ggislat1ve-mechanism from which
all military equipment arms and strategic products were to be
embargoed to any nation that was not a United States ally.  Therefore,
throughout. the 1950s and into the early 1960s, United States\qbntro]
policy centered on contrb]]ing bbth’strategic~exports and exports that

would increase Soviet industrial c-apabﬂitie_s.21 These controls

13




served to dampen United States-Soviet trade, and frustrate Soviet
efforts to obtain United States technology.

The Soviets began to'go to alternative Western sources for
particular technologies in tHe late 1950s and early 1960s. The
.Khrushchev period saw .Soviet imports of Western chemical plants
increase dramatically, as from 1959-1961 Moscow purchased nearly fifty
such plants "from non-Soviet sources" through turn-key projects or
package deals.22 In spite of the United States 1949 Export Control
Act, transfers of United States chemical equipment and entire plants
to the Soviet Union were made by the Joy Manufacturing Company and
Occidental Petr‘o'leum.23 |

A major watershed in Soviet-United States technology
transfer occurred in 1969. The U.S. Congress enacted the 1969 Export
Administration, which ostensibly retained strategic controls on
technologies to be transferred to the Soviet Union, while relaxing
the ban on exports that would significaﬁt1y increase the Soviet
Union's economic potentia].24 From 1969 until the present (excepting
President Carter's suspension of validated licenses for technology
exports to the Soviet Union), commercial technology transfer to the
Soviet Union had been increasing at an ever-expanding rate.

By 1969, United States policymakers felt that the economic
link in United States-Soviet relations. would serve to strengthen the

broader political relationship between the two superpbwers. Former

14




Secretary of State Henry Kissinger stated that economic détente was
~designed "to spin a web of vested interests . . . encouraging the
Soviet Union to temper its international behavior."25 The belief
that expanded trade and technology transfer would lead to peace was a
constant theme throughout the inauguration of expanded United States-
Soviet trade in the early 19705.26

In 1972, the United States and. the Soviet Union signed
Science and Technology Agreements in Moscow that also encouraged
government-to-government technical information exchange agreements.
From 1972 to 1974, eleven Soviet-American agreements on science and
technology were‘signed that were-also an integral part of the
Kissinger/Nixon policy to link economic, and also science and tech-
nology with a general improvement of the political relationship
between the United States and the Soviet Union, and the eventual
acceptance of the United States interpretation of détente by the
Soviet Union.?” (Table 3)

The technology transfer controversy that has been generated
due to President Carter's decision to suspend high-technology transfers
to the Soviet Union, as a response to the Soviet invasion of Afghanis-
tan, has been devé]oping for years. While the Afghanistan situation
has served as the catalyst from which to judge the failure of trade
and technology transfer to temper Soviet international behavior, it

must be said that the technology transfer controversy encompasses

15




Table 3

Soviet-American Science and Technology Agreements

Year Agreement Areas
1972 Sciénce and Technology “Umbrella" agreement
1972 Space Apollo-Soyuz Test Project
1972 Environmental Protec- Air and marine pollution, earth-
tion quake protection
1972 Medical Science and. Cancer, environmental health,
Public Health heart disease, cardiovascular
disease
1973 Agriculture Seed stocks, genetics, animal
breeding, soil and wind erosion
1973 Oceanography Polymode project, hurricanes,
ocean currents
1973 Transportation Bridge and tunnel construction;
railway transport, civil avia-
tion, marine and auto transport
1973 Peaceful Use of CTR, FBR, properties of matter
‘Atomic Energy
1974 Artificial Heart Artificial hearts
Research
1974 Housing Building designs, industrialized
systems
1974 Energy' MHD; high energy physics
Source: U.S. Congress, Joint Economic Committee, Soviet Economy in

New Perspective (Washington, D.C.: GPO, 1976), p. 740; and

U.S. Congress, House, U.S./U.S.S.R. Cooperative Agreements

in Science and Technology (Washington, D.C.: GPO, 1976).

16




other United States policy problems as well--how to judge: (1) the
degree to which technology transfers to the Soviet Union have freed
Soviet economic planners to divert Soviet resources to the military
sector; and (2) the extent to which commercial United States tech-
nology transfers to the Soviet Union have been diverte& for mi1itary
end-uses. (See:Chayt)

To accurately judge whether United States technology trans-
fers have contributed to Soviet war-making potential (the objective
of this dissertation), either directly or indirectly, two important
aspects of the technology-transfer phenomenon must be accounted for:
the new new nature of technology, and the degree to which technology
importation is relied upon by Soviet economic planners. After that
background .has been set forth, specific case examples of possib]e
diversion can be analyzed, and the appropriateness of United States

export control policy and legislation can be discussed.

New Nature of Technology

Historically, due to the development of nuclear, electronic,
and other military-related technologies developed during the Second
WOr1d.Waf; and the 1950s and 1960s, military research and development
often provided the bases from which future civilian technologies and
industrial processes were deve]dped. As Fred Bucy, President of

Texas Instruments has written:
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The leading edges of these technologies were first applied to
products for these programs, and then later to industrial and
consumer applications.28
Bucy further elaborates on this phenomenon, with respect to
electronics technologies, by stating that
in some fields, of military-significant technologies, such as
electronics, commercial applications are now occurring three
or five years in advance of military applications. For exam-
ple, large-scale integrative integrated circuits were first
applied to hand-held calculators in the early 1970s. As of
today there has only been a minimal application of these LSI
integrated circuits to weapons systems. Yet LSI integrated
circuits will have profound impact on electronics for weapons
systems of the 1980s and beyond.29
This has led to a situation in which new technologies are
first developed with commercial (primarily industrial and consumer)
applications in mind. This has created some unforeseen, and extremely
significant changes in military technology. Senator Henry M. Jackson
has noted that this change in the nature of technological applications
shows that "military research and development is no_]onger a reliable
guide as to whether advanced technology has military 1mp11cations."30
What the new nature of technology has created is what is
commonly referred to as the "dual-use" problem of commercial technolo-
gies. This directly relates to the ability of commercial technolo-
gies to be put to use for specifically military purposes. Miles
Costick, the President of the Institute of Strategic Trade in Washing-

ton, D.C., has identified some particu]ar]y important "dual-use"

technologies that have both military and commercial applications.

19




The 1ist in Table 4 accounts for some of the dual-use commercial

technologies that Costick identi'fied.31

Table 4

Dual-Use Technologies

Technology

Civilian Use

Military Application

1. Reprocessing

2. Wide~bodied aircraft

3. Integrated circuits
4. Seismic computers

5. Turbofan engines

Nuclear fuel

Transport

Pocket calcu-
Tators

Geological
exploration
Civilian
aircraft

Plutonium for atomic
weapons

Military Air-Lift
ICBM Guidance Systemé

Processing of Sonar
Signals

Military aircraft

Source: Miles Costick, The Strategic Dimension of East-West Trade

(Washington,. D.C.:

1978), p. 9.

American Council for World Freedom,

20




'Strategic Lead Time

What, then, is technology, and how is it an integral element
in the development of military weapons systems? C]ear}y, technology
is not the sign of a poor scientific capability. The Soviets possess
some of the most prestigious scientists in the world, and currently
produce nearly twice the number of scientists as does the United
States.32 Technology is not a product, for it takes a significant
amount of knowledge, data and skills to produce a product for military
purposes.

Technology, is in its simplest form, design and manufacturing
know-how that results in the creation of a product. This know-how
can take a number of forms, but in the United States it generally
refers to the three basic elements of proprietary technology:

(1) technical data; (2) infrastructure information; and (3) production
devélopment ski]]s.33 In the United States, the private sector holds
most of Amekicé's techno]ogicai know-how. Therefore, the control

over the sales of‘production equipment capable of manufacturing a
product that is of military significance should be a critical objective
of United States export control p01iCy.34

The implications of the dual-purpose technological phenome-
non are critical to both United States national security and the future

of arms control. If significant quantities of United States commer-

cial technologies transferred to the Soviet Union are diverted to
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military end-uses, the United States technological lead in weapons
quality will diminish. - This lead, often referred to as "strategic
technological lead time," depends on the continued superiority of
United States weapons technology over that. of the Soyiet'Union.
Strategic lead time, measured in years in which the United States is
ahead of the Soviet Union in a given technology, is never absolute in
the sense that it is possible to keep all United States (or wéstern)
technology relevant to military systems out of Soviet hands. The
primary goal of strategic lead time controls is to ensure that a
massive hemorrhaging of United States technology does not occur, so as
to affect the East-West military ba]ance.35 |

Technology, therefore, plays a critical role in’the deve]opf
ment of United States military (both strategic and conventional)
strategy, doctrine and policy. It has always been a paramount
objective of United States military planning that the United States
have superior defense technology than that of the Soviet Union.
Former Defense Department Director of Research and Engineering
Malcolm Currie has noted that the United States needs defense tech-
nology superiority because of the openness of our society and the
Soviets' dependence upon quantity (thus requiring that the United
States deploy technologically superior systems)._36

While the maintenance of United States technological

superiority requires continuous, indigenous technological innovation
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at the fesearch and development (R&D) 1eve1,37 it is evident that the

protection of the United States strategic. lead time advantage also
requires a recognition that it is a major United States national
resource--a resource that, having industrial and miiifary applications,
must be guarded with the utmost care--especially within the context

of increased geopolitical and military competition between the United
States and the Soviet Union.

The failure to view technology as a resource has led to a
situation in which United States businesses, which monopolize technol-
ogy and anxious to market their products worldwide, often seek short-
term advantages,. and pushvgovernment.agencies‘responsib1e for monitor-
ing the flow of mi]itary-re]ated'techno]ogies;to the Soviet Union and
its bloc allies. It is indeed ironic that the government body
responsible for promoting United States trade overseas is also the
one responsible for administering United States export control regula-
tion--the U.S. Commerce Department.  Technology, as will be seen
later, has been overrelied upon by government to solve the chronic
economic problem of balance-of payments deficits--deficits primarily
incurred by energy-related production shortfalls in this country.

It is against this backdrop of the new nature of technology,
the contrasting need to maintain United States defense-technology

'superiority and need to market United States technologies and products
that the interplay 6f Soviet and American technology transfer comes

into focus. Nevertheless, certain basic military facts promise to
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overshadow the discussion of these issues--as well as the current
status of Soviet-American political relations.

For one, it is clear that the Soviet investment in military
research and development has far surpassed that of the United States
in recent years.. CIA analyses of divergent United States-Soviet
military R&D expenditure reveal that the Soviets have outspent America
by over 35 percent in this category over the past ten years.38 The
Soviets have also outproduced the United States, in terms of college
graduates in high-technology areas by 400 to 500 percent since 1971.39
Moreover, divergent Soviet-American weaponsiprocurement practices
raise the Very real bdssibi1ity of a Soviet advantage in deployed
(as opposed to laboratory) technology by the end of the 1980s. The
rapid growth of technology itself threatens to pose seemingly insur-
mountable prdb]ems for arms control negotiations, as new weapons.
become smaller, and hence, more difficult to monitor, and nations
become more "reluctant to enter into long-term arrangements whose
military implications could change over 1;1'me."‘40

The issue is joined: Has technology transfer cut United
States strategic lead time advantages in military weaponry? There
is significant divergence of opinion as to whether United States
technology transfer to the Soviet Union has contributed to the decline
of the United States lead time advantage in military technologies and

weapons systems.
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Dr. William J..Perry, the current Undersecretary of Defense
for Research and Engineering, testified before Congress in 1979 that a
"distressing amount.of leakage of technology" had occurred, "where a
technology is transferred without the issue being brought to €COCOM.
."41 Perry also mentioned that in some instances companies
have willfully ignored United States export control laws and sold
technologies in violation of United States export control procedures.
An even more scathing attack against the present United
States unilateral and multilateral export control system has been
leveled by Senator Henfy M. Jackson (D-Washington). 1In the course
of considering amendments to the 1979 Export Administration Act,
Senator Jackson.sent a letter to President Carter stating:
. . . our past and current policies in this area has been to
enable the Soviets and their allies to acquire technology
that bears importantly on the military balance between East
and West. . . . In my judgment our current condition can
best be described as acute hemorrhaging. 2
Jackson's point of view is also held by Dr. Miles Costick,
who has stated that
the success of the continuing Soviet raid on Western tech-
nology, but most importantly U.S. technology, . . . has
clearly demonstrated a critical need for an intensified re-
examination of what, how and why it is being .sold to the
Soviet Union, its satellites around the globe and Communist
China.43
These criticisms run contrary to the basic premises Qf many

of the members of Congress primarily responsible for writing United

States export control legislation. Senator Adlai E. Stevenson, in
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commenting upon the removal of the Communist/non-Communist distinction
on United States exports in 1977, stated that
The reform of national security export controls will diminish
the tendency for anachronistic cold war perceptions of national
security to dominate export policy. It will encourage a con-
tinuing re-examination of policy to insure that it reflects
changing world conditions and the changing d1mens1ons of
national security.44
And the major sponsor of the House version of the 1979
Expdrt Administration Act, Jonathan Bingham, has called for a reduction
of the COCOM 1ist, the sale of only those technologies that have a
small cha&ce of being diverted, and is generally opposed to using
~technology as our.economic lever against foreign natio‘ns.45
‘These contrasting approaches. to strategic technology
transfer, its role in Soviet and American military affairs, and the -
proper means by‘which to regulate it for the protection of‘United
States national security will be the subject of the remainder of this
dissertation. Before any conclusions can be made, five major areas
of importance must be comprehended and analyzed.
1. The Role of Science and Technology in Soviet Military Planning
2. The Contrasting Soviet and American Economic Motivations for
Technology Transfer
3. Specific Case Examples of Diversion and/or Possible Diversion of

United States Technology by the Soviets for Military Purposes

4. Past United States Export ControT Policy
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5.

United States Policy and President Carter's January 4, 1980

decision to ban technology transfers to the Soviet Union.
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CHAPTER III

THE ROLE OF SCIENCE AND TECHNOLOGY IN SOVIET MILITARY

AFFAIRS AND THE DECISION TO IMPORT

Just as the element of competition dominates United States
| and Soviet military and political relations, so too it a]So,dominates
United States-Soviet economic and trade relations, including the
transfer of technology. For the Soviet Union, the extension of its
military power and influence requires that the Soviets pursue a policy
of "mi]itary-technica1‘supremacy" over .the United States.1 A key
element of this policy is not only a vigorous military research and
development program, but also, of necessity, technological importation
from the West.

The Soviet doctrine of the "correlation of forces" envisions
economic, social, political and military factors as working toward
the inevitable international victory of socialism. The military
factor, deemed to be the most significant one, encompasses an acknowl-
edged need to improve overall Soviet military-industrial potential,
as well as a highly developed military R&D effort.z

Therefore, the Soviet Union does not separate technical

-advances in the economic-industrial realm from advances in the military
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realm—-rafher, it sees the two sectors as highly interdependent.

The following quétations underscore the fact that Soviet
military and political leaders view advances in the economic-industrial
sector as directly applicable to the military sector:

Lieutenant Colonel V. Bondarenko:

When examining the problems of military-technological superi-
ority, one can single out two most important aspects of this
examination. = The first is connected with examination of

the dependency of the relation between forces in the military-
technical realm upon the economy, upon the productive and
scientific possibilities of the different sides. . . . The
economic potential constitutes the foundation of military-
technological superiority. Without a high level of develop-
ment it is impossible to achieve superiority.3

Major General (ret.) A. Lagovsii:

. the outcome of the struggle for military-technical
supremacy, which under modern conditions is of greatest
significance, depends on the potential of the economy .4

Marshall Grechko:

The interests of the country's reliable defense require that
we continue to extend the front of scientific research in
military theory, expand scientific research and experimental
design work, and utilize the results of scientific and tech-
nological progress for creating promising weapons and combat
equipment.5 :

Marshall V. D. Soko]ovskii:

In the present epoch, the struggle for peace and the fight

to gain time depends above all on the unremitting increase in
Soviet military power, and that of the entire social camp
based on the development of productive forces and the con-
tinuous growth of its material and technological base.6
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The Soviet Unfon has never dichotomized its thinking with
respect to the relationship between economic-ihdustrial_growth and
military potential. On the contrary, it emphasizes the inter-
dependent relationship between each. The expansion ahd development
of the Soviet economic-industrial base serves the determined purpose
of increasing Soviet military capabilities. As two Soviet military
writers have noted, ". . . every scientific field is either being
utilized for the military or there exists the potential for such
utilization."’

The Soviet military challenge to the United States is based
upon obtaining an ability to wage victorious war across a broad range
of potential conflicts. From.a weapons-procurement perspective,
this requires that the Soviets produce and deploy significant quan-
tities of military systems, since Soviet military doctrine stresses
the rapid breakthrough of forces and military mobih’ty.8 Con-
sequently, Soviet spending in military research and development (R&D)
has far exceeded that of the United States during the 197ﬁ$,9 By
1976, annual Soviet defense expenditure in military exceeded that of
the United States by 50 percent.10 These trends have become so acute
that former Defense Director for Research and Engineering Malcolm S.
Currie stated:

. . without appropriate action on our part, then, in terms
of balance, both of quantity and quality, the Soviet Union

can gain dominance in deployed military technology over the
United States in the mid-1980s.11
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National Approach to Technology, Research
and Development (R&D)

The effective integration of technology into highly developed
military weapons systems and industrial processes depends upon a
variety of diverse, but interrelated, nontechnical factors. A com-
parative analysis of Soviet and American approaches to national
research and development for both industrial and military utilizations
reveals doctrinal approaches to R&D that are essentially dichotomous.
This dichotomy has important ramifications for both United States-
Soviet weapons design characteristics and industrial manufacturing
processes. It reveals to a very large extent why technology importa-
tion is an essential element in Soviet military and industrial
planning.

The United States military-technical system is characterized
by a high degree of decentralization and pluralism. This pluralism
is evidenced by a competitive and fragmented economic R&D process.
Scientific and technical research and development is motivated by a
| variety of different forces, some economic, as in the case of our
industrial contractors, and others academic, as in the case of United
States university research laboratories. The military also plays a
vital role in this process, as does Congress and the executive branch.
Yet, clearly, the high civilian demand for technology has provided

the basis from which economic forces within the United States compete
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for a larger and important share. of a vibrant on-going market.

The decentralization of the United States science and
technology system enables a variety of "nontechnical" (i.e., political,
economic) factors to .influence American R&D policy (of which technology
transfer is one element) :in both the industrial and mi]ifary sectors.
America's preoccupation with humanitarian concerns‘influenced'our
economic relations with West Germany and Japan. after the second world
war. The transfer of large amounts of‘United.States technology to
Japan, in particular, enabled the Japanese to rebuild its industrial
base after World War II. As a consequence; this transfer has now
led to the creation of a determined international ecqnomic competi-
tor.13 As President Kennedy said,

Science is the most powerful means we have for the unifica-
tion of knowledge, and a main obligation of its future must
deal with problems which cut ‘across national boundaries
between nations, or boundaries between man's scientific and
human concerns.14 -

The United States philosophical approach to science and
technology contrasts sharply with that of the highly unified structure
of the Soviet science and technology system. In the Soviet Union,
the State Committee for Science and Technology plans and funds all
science and research and.dévelopment programs - in the USSR, and also
develops technological goals for each of the Soviet five-year indus-

trial'plans.15 A large portion of its staff is made up of KGB

inte]]igence'officers.16 The Soviet A11 Union Scientific-
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Technological Center provides all governmental units with the USSR
with information on completed research projects, and publishes and
distributes reports.on scientific work for nearly all Soviet govern-
mental departments and agencies.

The Soviet R&D process is based upon. the principle of con-
sensus. The Po11tbufo, Council of Ministers, Ministry of Defense,
and the nine Soviet defense-industrial ministries all play an.important
part in determining the R&D emphasis of ‘the Soviet industrial plan.
Many of the individuals in these ministries have a background in
science, technology or e_ngineer'ing.17 This "consensual" characteris-
tic has Ted to a high degree of conservatism in Soviet research and
design.  Each of these ministries attempts to obtain "complete
verticle integration” with respect to the technological application
of its research'and'deve1opment.1

This structural emphasis upon centralization and consensus
has stifled technological innovation. Moreover, the Soviet centrally-
planned economy, containing none of the market-induced incentives for
techno]ogica] innovation (inc]uding reinvestment of profits into more
R&D) has experienced critical problems-in“the application of its
scientific and technical knowledge for industrial production.

The centralized control of Soviet research institutes for
the defense ministries also influences the manner in which weapons
designs are produced. Richard G. Head has written:
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For the more mature technologies, research institutes con-
strain weapons design from the beginning by publishing hand-
books for designers that specify not only research results,
but an approved 1ist of structures, design forms, components,
materials and manufacturing techniques. Designers, for

their part, have a great deal of internal autonomy, but they
are constrained by the research institutes, the lack of
sophistication in production technology, the technical level
of Soviet troops and incentives to produce new prototypes
frequently. Design bureaus exercise technical restraint,

not so much because they do not have the materials or training
to develop more advanced designs, but because of the influence
of the doctrine that military capabilities are enhanced by
Targe numbers of deployed weapons with individual capabilities
than by smaller numbers of higher quality weapons.l9.

This leads to generally incremental Soviet weapons design
and procurement policies. According to the Defense Intelligence
Agency, Soviet military research and development is based upon design
rules emphasizing redundancy, conservatism and standardization.

The DIA outlined the military design rules that the Soviets
follow as:

1. O0ff-the Shelf Hardware--Being able to use a single component in

a number of different weapons designed over a period as long as
ten years.

2. Proven Technologies--An aversion to unnecessary experimentation

3. New Subsystems Only as Exceptions--Introduce new subsystems only

when current ones cannot meet performance requirements

4. Simple Operation and Repair

5. Reduce Risk and Development Time

6. Innovations and Technical SurpriSeszo
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These tendencies necessarily serve the Soviet doctrinal
objective emphasizing the placement of weapons systems into the field
rapidly and. in large quantities. Soviet military-procurement policy
is said to be especially incremental .in such areas as field radios,
and their command and control at the tactical 1eve1.21

On the other hand, United States military research and
development policy is highlighted by a stop-go-start again approach,
which concentrates on making revolutionary technological breake
thro_ughs.22 United States military R&D policy must work within
'budgetary constraints imposed upon it by Congress and the executive
branch, thus frequently leading to slowdowns in both the R&D program
and stretchouts in the weapons-procurement cyc]ef< As one source has
indicated, the United States tends to "push to the limits the state of
the art on new deveiopments, and subsequent tendency to produqe very
expensive equipment that sharply limits the numbers that can be
procured."23

The United St;tes tendency to .pursue highly sophisticated
military technologies, combined with the added factor of politically-
imposed budgetéry constraints on both R&D and weapons procurément,
lengthens the United States weapons acquisition cycle far beyond that
of the Soviet Union. Some observers believe that, on an average, the
difference could be as high as five years.24 The Research and

Development Subcommittee of the House Armed Services Committee
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. significance of Western technology transfer to the Soviet Union takes

-on an added dimension. Should the Soviets, apparently already well
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reviewed United States defense system acquisition policy in 1978, and ]

concluded that two major reasons for this divergence was the United I

States' "institutionalization of prototyping," and the politicization

.25 a

(stop-go-start) of the weapons-procurement system.

If this analysis of comparative United States-Soviet military

R&D and weapons-procurement policies is generally accurate, the

|
|

~on the way toward superiority in deployed military technology over the ;

“United States, gain additional design and manufacturing know-how from

weaponry), the chances are that they would be able to exploit the

:prospective divergence in deployed military technology over the

- ment program. In 1964, the United States outspent the Soviets by
:50 percent in military research and development; by 1976 that position
was reversed.26 As of 1979, the Soviet Union had over 800,000
‘research and development scientists and engineers, and according to

: Dr. Jack Vorona, Director of Scientific-Technical Studies at the

" Defense Intelligence Agency, the best qualified of these are

which to further develop their industrial base (and possibly military

United States to a greater extent than is currently predicted.

The predominant Soviet technological need is one of indus-

trial and engineering design and manufacturing know-how.  The

Soviets already maintain a formidable military research and develop-

"reserved for the military sector'."27 40
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Moreover, in many military-technical areas, the Soviets
have made significant progress over the past decade. These areas
include electronic warfare, particle beam research, propulsion,
directed energy, laser systems, and electromagnetic pulse technoi{ogy.28
John Collins, a defense analyst for the Library-of Congress, estimates
that for strategic systems, the United States holds the lead in ICBM
and SLBM accuracy, solid propulsion technology and MIRVing, while the
USSR leads in throwweight and liquid propu]Sion;?g‘ Therefore, it
is clear that once Soviet weapons performance requirements are con-
sidered to be subnormal, special efforts are made to upgrade,‘and even
surpass the United States in the relevant technology in question.

The Soviet Technological. Problem: Design and
Manufacturing Know-How

The Soviet economic system, based upon overcentralized and
inefficient principles of socialist planning, is not capable of
indigenous technological innovation of a scale similar to that of the
industrialized, capitalist economies of the West. Numerous varia-.
tions of this basic theme pervade nearly-all of the recent Titerature
on this subject. Some writers, such as Antony C. Sutton and Miles
Costick, place primary emphasis upon the lack of Soviet industrial
engineering technology and ménufacturing know-how.30 Others, such
as Susan M. Creel, place more of an emphasis upon deficiencies in the

Soviet research and development network.31 Yet a basic underlying
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theme is épparent in both analyses: the Soviet decision to import
Westekn technology is part of a well-orchestrated effort to increase
both--its industrial production and its military power. The two, as
shall be outlined, complement each other, and enable the Soviets to
divert money, time and manpower from the requirement of creating a

better research and development infrastructure.

Motivations: Political, Economic, and Military

The Soviet decision to import Western technoiogy is part of
a long-term strategy, aimed at filling thg most critical industrial
gaps in the Soviet economy.32' Yet the economic rationale for tech-
nology importation from the West has social, political, and ideologi-
cal ramifications for the Soviets that should not be over]ookéd.
Key portions in Brexhnev's address to the Twenty-fourth Party Congress
of the Soviet Union in 1971 stressed that science and technology can
be exploited to benefit socialism and the Soviet system.33 Science
and technology is seen to be value-free, but when applied to serve the
sociopolitical objectives of the Soviet state, they become of neces-
sity, "value-laden." The Soviet Union acknowledges that teéhno]ogy
is most rapidly advancing in the West. Its ‘use by the Soviet Union
does not compromise Soviet ideological independence, or make the USSR
any more dependent upon the West in a political sense. Rather, as
| Erik Hoffman has written, Brezhnev and most Soviet decision makers
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(excluding Suslov, who is said to have some apprehensions as to the
potential political and cultural consequences of technology importa-
tion) desire Western technology for very practical reasons: it enables
them to keep their economic and political system Fintact,"-Whilé also
enabling them to keep from considering major internal economic

reforms.34

Po]itical——Détente and Foreign Policy

The Soviet decision to import Western technology also served
two important political objectivesf the continuation of "détente" and
the ekpansionvof Soviet international power and influence. A Defense
Intelligence Agency report of 1975 entitled "Détente in Soviet
Strategy" analyzed these objectives, stating that

the Soviets need Western trade, capital and technology--
notably advanced U.S. technology--not only for economic
reasons. They value economic strength largely for its con-
tribution to Soviet political and military power. Thus, the
détente policy seeks to facilitate building a powerful
operating base from which Soviet foreign goals can be
pursued.35 o

To the Soviets, science and technology, and technology
importation in particular, must serve the overarching political goals
and objectives of the state. Moreover, thé Soviets also see this as
an indication that socialism is winning, and that the correlation of
forces is moving in its favor.36

In terms of domestic politics, science and technology play

an important role in the Soviet political bureaucracy. Science and
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technical advisors are included in nearly all of the Politburo's
bureaucracies. Moreover, many of the Politburo's Teaders themselves
have a scientific and technical background.37‘

But, most importantly, Soviet ideology sees the scientific
and technical revolution as having immense importance in the relations
between the two superpowers. As Brezhnev has stated, ".
scientific-technical progress has now become one of the main bridge-
heads of the historical struggle of the two systems.“38 In point of
fact, many Soviet writers consider this new relationship noething less
than a "revolution” in scientific and technical affairs--a revolution
in which the compefitivé nature of Soviet-American political affairs
~is transferred to the scientific-technical sector. As Podgornyi
stated in November 1969:

It is not by accident that the Party puts the problems of
technical progress at the forefront. . . . During the period
of the rapid scientific-technical revolution, the center of
~gravity of economic competition between the world socialist
system and the capitalist system is transferred to this
sphere.39
Ideologically, the use of the "scientific and technical revolution"
incorporates broad concepts such as détente and Western technology

importation, which fits neatly into pre-ordained Soviet notions of the

inevitable triumph of socialism and.the decline of capitalism.
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The Economic Motivation of Import-

nological Know-How

The Soviet decision to 1mport Western technology has very
strong underlying economic motivations. Major Soviet industrial/
economic deficiencies include a labor shortage, declining or weak
productivity, and insufficient investment resources to allow for more
capital inputs.40 The Soviets can either opt to change the basic
structure of their industrial, economic, and techno]qgical organiza-
tion (to internally solve these problems), or it can seek oht a
technological fix for its basic structural prob}emS'by importing
Western technology. The Soviets have chosen the latter method.

The primary economic reason for the Soviet choice to import
Western technology is that it enables. them to keep from disrupting
its own established set of economic priorities and reforming the
nature of its economy. The'Soviet economic structure places heavy
emphasis upon the defense and industrial sectors--consumer products
are generally deemed to fall a poor third.41

| Soviet economic devélopment priorities place high priority
on the deve]opmeh£ of Soviet heavy industry. The Soviet Union's
Ninth Five-Year Plan, emphasizing increased production of consumer
goods, was never COmpietely implemented. Instead,'the orientation
returned to heavy industrial development, and by 1971, Brezhnev could
tell the Twenty-fourth Communist Party Congress of the Soviet Union,
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". . . only the persistent implementation of this course has given us
the means to defend the gains of the socialist revo'lution."42

The Soviet emphasis upon heavy industry also directly relates
to its abi]ity»to improve its military potential. Weapons are not
made from consumer goods, but from industrial manufacturing processes.
This was outlined clearly in this November 1971 statement from

Krasnaya Zvedzda:

In this era of complex weapons systems all of heavy industry--
from steel to electronics--and not only pure defense industries
producing military-end products, represents the foundation of
military power . . . the interdependence of industries is now
so great that almost all branches of heavy industry play a

role in the manufacture of any complex mechanism or device.43

Unfortunately, United States trade policy in the 1970s failed
to recognize or account for this interdependence. The Soviet Union's
economy has maintained a heavy industry emphasis, but the overconcen-
tration on the defense sector tends to stifle significant indigenous
technological innovation in the industrial area.

This is the source of a major irony, for Soviet leaders,
such as Brezhnev, have long considered heavy industry to be a source
of economic growth from which increased defense capabilities can be
secured.44 Yet, the defense sector dominates the Soviet economy and
overall Soviet research and development expenditure, and is said to
take up a third of total Soviet machine-building output and a fifth

of its metallurgical output.45
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The Soviet Union realizes that its military spending (now
from 11 to 13 percent of the GNP) limits the growth in the Soviet
economy. The Soviets have increased their annual average growth in
defense spending at a rate of 4-5 percentper'year.z}-6 Desiring
military superiority, the Soviets have historically been unwilling to
1nterna]1y.ref0rm their economy to stimulate economic and industrial
growth.  Moreover, the Soviet industrial system puts‘a high priority
on military production as opposed to consumer goods. A 1962 study
by G. Warren Nutter on the growth of Soviét'industry>conc1uded that
in 1955 SOv{et:ﬁflitary products accounted for "more than a quarter
of industrial value" in the USSR, while less than 9 percent for the
United States in 1954.%7  Nutter also found that indexes of Soviet
industrial production rose faster when military products were factored
into the index.48 A responsible conclusion that could be made is
that the Soviets view military production as helping their overall
industrial growth. Indeed, most Soviet industrial plants were
designed to accommodate military, as well as industrial production.49

The defense-orientation of Soviet industrial output places
a strain upon Soviet economic and technological performance elsewhere,
thus inhibiting Soviet investment for. research and development.

It is this desire to escape the costs of developing an
indigenously modernized research and development 1nfrastructure that

motivates the Soviets to import Western technology. By importing
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Western technology, the Soviets save valuable resources for its defense
sector that otherwise would have to go toward basic R&D in primarily
the industrial, but also to some extent,. the consumer:areas. It has
been estimated that the costs of developing such an R&D infrastructure
could be ten‘times higher than it costs ‘the Soviets "to purchasé
production procesé and manufacturing know=how from the West."50

The Soviet Union desires both Western technology and
products. In doing so, it hopes to serve the requirements of its
five-year economic plans. The primary technological emphasis is on
design and manufacturing know-how--the capability to make a product.51
Oftentimes, the Soviets have resorted to the importation of entire
plants and factories to satisfy their-technological demands. When
technology importation does not suffice, the Soviets resort to the
actual purchase of Western products such as machinery, advanced
equipment, and of course, computers.5.2 ‘This enables the Soviets to
copy Western prototypes, as was done in the case of. computers (the
Soviet RYAD series was based upon the IBM-370 line), to escape the
costs of indigenous research and development.53 Thus, Soviet tech-
nology importation strategy is geared toward obtaining both design
and manufacturing know-how and products at a low cost, so-that the

Soviet economic system can continue its dedicated drive toward

military-technical supremacy over the West.
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The Military Motivation: Reduce the
United States'Technological Lead

The Soviet decision to import Western technology also has a
military dimension. Technology importation by the Soviet Union is
one means by which the broader Soviet mi]itafy objective of overtaking
the Unit;d States in deployed military technology can be achieved.
Indeed unless the United States protects .its technological resources,
and also develops an enhanced R&D investment program, the more "dis-
ciplined" Soviet R&D strategy may enable the Soviets to. eventually put
"the future of the military balance into questibn."54

The mo§t important Soviet objective by which‘mi1ifary—
technical supremacy can be achieved .is to decrease the United States
technological lead in mi]itary-weaponry;55 The United States depends
on technological superiority to offset Soviet quantitative advantages
in military weaponry. Technological competition, therefore, must be
evaluated from a military, as well as from an-economic—ihdustriaT
perspective. The Soviets have traditionally approached economic
deve]opmeﬁt from a military perspective, and view economics and
technology as keeping the overall military balance of power.56

Soviet Marshall V. D. Sokolovskiy made this perfectly
evident by stating that

in the present epoch, the struggle for peace and fight to gain

time depends above all on an unremitting increase in Soviet
military power and that of the entire socialist camp based on
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the development of productive forces and the continuous growth
of its material and technological base.57

Such an effort is not merely a by-product of the unexpected
"spin-off" of military-relevant technologies from dual-purpose commer-
cial know-how. Rather, as Soviet military analysts Harriet Fast
Scott and William F. Scott note,

These are other laws of war, in,addition . . . one that
presently is acquiring great importance in the view of some
Soviet theorists is the dependence of the course and outcome
of war on the correlation of levels of the scientific poten-
tial of the combatants. Acceptance of this law may help
explain efforts of the Soviet leadership to import technology
from the West.58 '

Technology transfer from the West also serves another,
albeit somewhat more indirect, Soviet military objective. It
releases Soviet resources for use in the military sector of the
economy that otherwise would be tied up in industrial R&. The
Soviets are thus able to have their industrial base "updated and
fortified from abroad," while they continue to give the military
sector of the economy top priority.59 As this is being accomplished,
the Soviets import Western technologies to channel important design
and manufacturing know-how into their overall military-industrial
plan.

Two important factors need to be addressed on the sector

emphasis of Soviet technological .importation: First, the Soviets do

not draw a distinct line between industrial and military technologies.

The "output" of the industrial sector of the economy is often an
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"input" to the military sector.60 The‘Soviet emphasis on the
1nterdependence of the industrial and military sectors overlaps into
the’fechnology-import area as well. Secondly, because of this
phenomenon, it naturally follows that the Soviets, to the gréatest

extent possible, seek dual-purpose technologies which can be diverted

to military end-use.

Sector Emphasis and the Industrial and
Dual-Purpose Motives

The identification of the primary industrial and manufactur-
ing products and technologies on which the Soviet Union is indigenously
deficient have been most outlined comprehensively in Ronald Amann

et al., The Technological Level of Soviet Industry, and in the Office

of Technology Assessment's September 1979 report, East-West Trade and

Techno]ogy'Transfer.61 The consensus of these two studies and other

reports done on Soviet manufacturing technology is that the Soviet
Union suffers major technological problems in three defense-related
industries:

1. Machine Tools ‘and Industrial Process Control

2. Automotive Technology

3. Computers and Electronics

Both Dr. Jack Vorona of the Defense Intelligence Agency and the Office

' of Technology Assessment concluded that Western imports to these
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sectors of the Soviet eéonqmy played a major role in expanding Soviet
industry and "thus made a significant ‘contribution to total economic
‘growth."62

This conclusion corroborated those made by many industrial
and academic technology transfer experts. (and advocates of stricter
export controls) over the past decade. A brief overview of each
sector will follow to outline the reason why Soviet technology impor-
tation for that particular industrial sector was needed.

Overview of Soviet Technological Deficiencies
and Sector-Import Emphasis

Computers

The Soviet lag in computer technology is perhaps the most
acute technological problem facing Soviet planners. For computer
technology has applications that directly relate to improving Soviet
capabilities in industrial areas, such as automated machine tools,
industrial process control and automotive technology. The major
Soviet computer technology deficiencies include miniaturization of
components, high-speed computers, software app]icabi]ity.63 One of
the widely recognized studies done on Soviet computer technology in
the early 1970s by Richard Judy concluded: that almost all Soviet
computer technological innovations were Western 1'mpdrts.64 This con-
clusion has been corroborated by numerous -other Western computer

téchno]ogy experts, such as Martin Cave.65 Another serious Soviet
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technological problem exists in the electronics area, such as semi-
conductor production. This area has become a source of Soviet

industrial espionage efforts. ®

Machine Tools and Industrial Process Control

The Soviet Union traditionally has had a poor machine tool
industry. The USSR, due to an .inability to intorporatevsophisticated
semi-conductor and integrated circuit technology. into its machinery,
did not have an automated machine tool manufacturing capability until
as late as 1971.67

Numerically controlled (NC) machine tools have been under
the COCOM strategic embargo. Although some Wéstern NC machine tools
have been acquired by the Soviets through sales by United States
overseas subsidiaries and a co-production arrangement with the French
Alcotel Corporation, Soviet computer and electronics deficiencies
have restrained the Soviets' capacity to manufacture NC machine tools
on a level with that of the west.68

The Soviet ball-bearings industry has also been poor. In
1960, the Defense Department urged that a proposed sale of ball-
bearing. grinders to the USSR be denied, since the tool was then used
almost solely in United States aerospace and defense industries. The

Soviets have lacked the kind of metal-cutting equipment essential to

the construction of gimba]]ed_gyroscopes and accelerometers needed
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for improved inertial guidance. Such inertial guidance systems are
needed for the precision guidance of ICBMs. Moreover, another major
Soviet problem had been that it could not perfect the "gas-bearing
technology" essential to MIRV accuracy.69

The Soviets also lag behind the West in industrial process
control. Once again, the primary Soviet deficiencies apbear to be
in its low Tevel and poor rate of innovation in automation technolo-
gies. It is said to have masses of "antiquated" equipment still in
full production. According to Z. A. Siemasko, the Soviet system has

. . .. . . . . 70
retarded innovation in its instrumentation and control industries.

Automotive Industry

The Soviet Union has relied upon Western automotive tech-
nologies for the construction of its largest truck plants, including
the ones at Zil1 Volgograd, Togliatti, and Kama River.  Technologies
that have been needed by the Soviets in automotive industry include
transfer lines, production lines, molding machines, automated foun-
dries for engine production, computers and computer spare parts,
chassis using torsion-bar suspension, and production equipment for
crankshafts. The transfer of automotive equipment and techno]ogies
to fﬁe Soviet Union is a serious technology transfer issue, for as
the U.S. Technical Industrial Disarmament Committee concluded after
studying Germany's automotive industry after World War II, "more than

300 war products manufactured by the automotive industry could be
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used to manufacture tanks, armored personnel carriers and military

trucks."71

The Soviet Use of Technology Transfer
for Military End-Uses

While it is fairly evident from Soviet economic data that
Western technology transfer has been diverted by Soviet resources to
the military sector, it is more difficult to determine the extent to
which Soviet technoiogical importation has directly contributed to
this end. A number of well-known cases, however, do show that such
diversion exists. Yet, as Dr. Jack Vorona mentioned in his statement
to the Congress last fall,
Tracking those acquisitions and proving that they have resulted
in specific improvements in Soviet military: capabilities is
quite difficult inasmuch as equipment or technology must be
acquired, assimilated and placed into production. This can
take years.’2 X
First, the importance of Vorona's statement is twofold.
Though the extent of United States technology transfer's contribution
to Soviet military power may be difficult to quantify, we do know
that it exists. Significant eQidence has. come forward to document
that the Soviet Union has institutionalized Western technology
transfer to such an extent that it may be relying upon it for impor-
tant military-technical information.

In testimony before the Joint Economic Conmittee in 1978,

the Defense Intelligence Agency noted that the USSR's technclogy
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transfer program is deve]oped "to identify and exploit Western
government, commercial and private sources to the point where they
employ virtually every conceivable means to define, learn, and extract
information and technology," and often use their East European
satellites as a "conduit" for such acquisitions;73 If the Soviets

are willing to use "every conceivable means" to obtain such technology,
it certainly casts a shadow on the basis of their motives.

Second, and more important, is the fact that the Soviets
often acquire a technology for one particular analytic group, or to
re-transfer it to the defense industries. ' This is one of the major
problems involved with having market-oriented business work with the
centralized, nonmarket Soviet system. United States businessmen have
no assurance that the purported Soviet purpose for WHich a sale is to
be consummated is real, or not. Former United States intelligence
officer Cord Meyer has recounted that

every machine; device or instrument imported from the West

(by the Soviet bloc) is sent to a special analytic group.

Their job 15 not only to copy technical solutions but to

adapt them to the specifications of Soviet military produc-

tion.74 o ' :
The SoJiet KGB plays a major role in this effort, as its Scientific
and Technical Directorate often has its own members p]aced'in the
Soviet delegation at international scientific conferences and with
groups visiting Western countries.

Since military production is the first priority of the
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fﬁoviet economy, it should be expected that as Dr. Vorona has said,

1
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the United States transfers of technology to the Soviet Union are
making a significant contribution to Soviet military capabilities.

If anything, we may only be just beginning to uncover how much

.military-significant technology has been transferred to the Soviet

Union. For as J. Fred Bucy has said in 1977, ". . . (this) will

become evident over the next five years."75

Technology-Transfer Mechanisms

Technology 1is transferred to and from nations by a number

of different means. Dr. Maurice Mountéin, a former defense official

in the Pentagon, has produced a usgfu] outline upon which

‘the t}ansfer of techné]ogy can,génerally be‘judged:76

Technology-Transfer Mechanisms:
Low-end: Trade exhibits, commercia]yliterature
(1ow personal contact) undocumented sales proposals

Middle end: Commercial visits, engineering documents,
technical data

High-end: Processing equipment, training in high tech-
. nology areas, technical assistance contracts,
(high per- ", e
sonal -joint ventures, turnkey factories
contact)

" The Soviets reportedly purchased "each of the 80,000 U.S. government

v
'

documents and government documents and government contractors'

. . 77
. reports deposited yearly with the Commerce Department."
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These technology transfer mechanisms are overt, open
mechanisms from which technology products or know-how is transferred
from the United States to the Soviet Union. Other than these the
vast majority are commercial.transfer mechanisms in which the tech-
nology or product is owned privately in the United States.78 The
commercial transfer of technology is the most common means by which
the Soviets acquire United States technology.

The private, commercial control of products and technologies

can be abused by "covert" Soviet means. The most common mechanisms

are:

Whipsawing. The Soviet agency attempting to negotiate a
purchase with American companies tells one company during the bidding
process that its competitors "are prepared to give certain information
in their proposal, and unless. the company being whipsawed meets or
exceeds the competition with similarly detailed information, it will
be cut out of the competition."79 While the success of Soviet "whip-
sawing" practices is a matter of serious dispute, the Soviet pressures
put upon United States businesses to comply with Moscow's requests
for up-dated information on all new contracts is reported to be

increasing, and also for information on plant operations.

Industrial espionage. Soviet espionage.effort, conducted

by the KGB through its Scientific and Technical Directorate, is a
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serious national security concern for United States businesses.
Outright theft and bribery of United States executives are constant
problems. Nearly 11,000 American firms with 120,000 employees have
access to classified United States national security information.
Industrial espionage is suspected to be a prime motive of delegations
of Soviet visitors touring major defense plants and factories. Such
visits have occurred at Boeing and the McDonnell-Douglas Corpora-

t1'0n.81

Dummy companies. A not-so-frequently used covert transfer

mechanism is the use of "dummy companies" from which embargoed tech-

| nologies and industrial data are acquired by the Soviet Union.

Reports have continued to circulate that Soviet-bloc nations have used
dummy companies to receive United States high-technology items, such

. 82
as semi-conductors.

Third-country transfers. Nations not under the COCOM

agreement (Switzerland, Sweden, etc.) are often used by the Soviets

as the intermediary from which embargoed technologies can be acquired.

Turnkey projects. These are projects in.which the Soviets

buy entire plants, and promise a guaranteed return on the plant's
output to the creditor. This provides for a rapid expansion of

production capabilities and increase in labor productivity, the
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production of higher quality products and an increase in hard currency

ﬂows.83

Technical exchange agreement. Commercial technical

exchange agreements are not subject to the United States export
licensing procedure. The Government Accounting Office has warned

that significant technology transfer occurs during,fhese exchanges.84

Licensing and patent confiscation. Before 1973, the Soviet

Union did not require patents to be filed in the country for United
States origin technology: They did not belong to the Paris Patent
Convention until 1965, aqd also did not sign the Convention on the
Protection of .Industrial Property until 1965.85 Due to the failure
of many Unfted States companies to fill patents in the Soviet Union
before 1965, Moscow. has "no 1ega1'requirement.to recognize the patents

owned by the inventor of the techno]ogy."86

Noncommercial Transfer Mechanisms

Noncommercial transfers of technology can also have strate-
gic implications. J. Fred Bucy has noted that the use of government-
to-go?ernment\scientific exchanges, the education of students, and
technical symposia all can have such imp]ications.87

The United States initialed ten Science and Technology
Agreements with the Soviet Union between 1972 and 1974. In a Con-

gressional testimony in 1974, Dr. Earl Callen of the Committee of
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Concerned Scientists, emphasized that scientific and technical exchange
programs "provide know-how, and hence, the ability of the Soviet Union
to quickly assimilate the most advanced technology of the Wést,"88
Of these, the most important from the security perspective
are the space agreements (from which 1975 Apollo-Soyuz Test Project
evolved) and the energy agreements. Specific examples of strategic
“technology transfer occurring from these agreements will be included
in subsequent chapters dealing with technology transfer case studies.
Yet, the issue of whether these science and technology
agreements are beneficial, benign, or potentially harmful to United
States security interests should be raised here. Dr. Jack Vorona,
Assistant Vice Director for Scientific Technical Intelligence of the
Defense Intelligence Agency, has stated that these ten science and
technology agreements
resulted in the establishment of a large number of separate
agreements between United States companies and the Soviet
~government. . . . There is no formal United States govern-
ment oversight of these (company) agreements:unless a vali-
dated export license is required. . . . We view these agree-
ments as still another mechanism for the potential transfer
of technology.89
Thus, it appears that from Vorona's perspective, the possibility exists
that strategically significant technology or know-how cou]d be
transferred by these means.

But the Office of Technology Assessment has concluded that

the risks involved in "communicating important technology through

61




scientifié exchange'in m1'n1'ma1.“90 ‘Accordingftd,the former Commerce
Department official, Stanley Marcuss, the State Department reviewé the
visas of all participants in scientific exchanges and consults with
other agencies to determine positively that the exchanges do not
encompass technologies under the United States strategic embargo.g1

Another noncommercial technology transfer mechanism is the
education of Soviet students in: the United States. The United
States has traditionally urged international students.tp study in the
United States, and the Soviets are no exception. But both J. Fred
Bucy and Dr. Jack Vorona express qualified reservations.in this regard.
Bucy goes so far as to argue that university administrators should
even evaluate the training of graduate students. from COMECON countries
in electronic and aerospace technologies related to potential military
applications. A high percentage of these students may have missions
"far beyond the area of academic 1nqu1ry."92' Indeed, as Dr. Vorona
testified in the fall of 1979, the Soviet students involved in the
United States-Soviet student exchange program are-concentrated_in the
hard sciences and engineef‘ing.g3

Since the 1mpa¢t of these noncommercial technology transfers:
on Soviet military potential is nearly impossible to gauge, they will
not be dealt with in detail. Any judgment with respect to the
prudence of continuing these noncommercial transfers must take into

account political, as well as academic and business, considerations.

62




Education and business working independently and responsibly must
develop policy on these matters that takes into account the broad
interests of United States national security, as well as their own
important institutional interests. Government, however, can and
should reevaluate specific scieﬁce and technology agreements (par-
ticularly in space and energy) with the Soviet Union, to ensure that
the transfer of technology and know-how through cooperative measures
does not contribute to Moscow's ability to apply United States
scientific information to the possible detriment of United States

national security.

Strategic Implications.of Technology Transfer

The strategic implications of technology transfer to the
Soviet Union have generally been subordinated (except for the revela-
tion that military trucks built at the United States-built Kama River
Truck Plant were used in the Afghanistan invasion) to the political
and economic use of technology for leverage. President Carter's
technology embargo decision of January 4, 1980, taken as punitive
measures against the Soviet Union in response to its aggression, did
not officially address the strategic significance of techno]ogy
transfer, or the problem of Soviet diversion of United}States tech-
nology used to build the Kama River Truck Plant for the development
of Soviet military trucks.
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Separate and .apart from the important question of the with-
holding of technology from the Soviet Union as economic punishment,
the question of Soviet diversion of United States commercial tech-
nologies for military purposes takes on added meaning in this context.
For not only does it show that the economic rationale for détente and
expansion with the Soviet Union is faulty (the Soviets will not
moderate their international political behavior through ecqnomic
“inducements), but also that the United States cannot trust the Soviets
to use the technology it transferstto it solely for the improvement
of 1£s‘"economic potential." AYet, this was the basic assumption upon
which United States export control legislation has been based since
1969.

The Carter Administration has not yet developed a coherent
policy concerning the strategic implications of technology transfer.
While such an effort has been attempted, its output has been minimal.
For instance, it has taken more than three and.a half years to get the
Defense Department to forward its Military-Critical Technologies List.

Instead, the White House has concentrated upon the use of
technology for economic purposes. The Carter Administration did not
have the National Security Council (NSC) represented on the inter-
agency committees that review export licenses until the fall of 1977,
and according to NSC official Samuel P. Huntington, the President’s
August 1977 Presidential Directive 18 developed the position that
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rather than seeing United States technology as a national resource to
be carefully guarded,

American policy in the economic sphere should reflect the

mixed cooperative and competitive nature of the U.S.-Soviet

relationship and the distribution of resources between the

“two countries.9% |

In particular, Huntington noted that the Carter Administra-

tion sees United States economic and technological power as tools
"to encourage Soviet cooperation in reso]ving'regional‘conf]itts" and
"serve basic Unjted States foreign policy objectives."95 Hunfington
himself, in a speech at a conference at West Point,.urged_that the
NSC attempt to help the Administration use economic trade "as a U.S.
lever on Soviet military aaneCOnomic po]icy."gﬁ In this context,
the Carter Administration’s.decision to cut off United States tech-
nology to the Soviet Union in response to its invasion of Afghanistan
is phi]osophicaliy consistent--the failure of:its use of trade to
temper Soviet behavior required that it be cut off. The Administra-
tion did not frame its cut-off in terms of the strategic role of
technology transfer in the development of the Soviet military-
industrial complex. CIA Director Admiral Stansfie]d Turner has dis-
played a somewhat redesigned attitude teward the{iSSue, and has
alluded to the problems faced in withholding such technology to the
Soviet Union because of the many means it has to evade United States
multilateral and unilateral contro]s.97

The United States needs to develop a coherent national
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security policy that 1ﬁtegrates the prdtection of the United States
technology lead through export.controls into a broader po]icy'aimed
at securing Uniped_States superiority in military technology.

To maintain the technological initiative. in military
weaponry, the United States must develop better research and develop-
ment strategies, and increase the real growth defense R&D investment
by an average of 6 to 10 percent per year.98' This will also require
an acknowledgment that technology is not benign, but, as the Soviets
believe, to be used for specific purposes. No matter how important
are the areas of R&D policy and increased investment, the control of
commercial technology exports to the Soviet Union--given Moscow's
doctrinal stance to the interrelationship between economic/industrial
capacity and military potential--must be an integral element of
United States policies aimed at maintaining superiority in mi]itary

technology over the Soviet Union.

The extent to which technology transfers have been diverted
for military use by the Soviets may be greater than now believed.
The United States goal should be to prevent a hemorrhage of military-
relevant technology transfers to the Soviet Union. Clearly as. these
cases demonstrate, the control of high-technology exports is not
absolute. Therefore, United States export control policy and tech-
nology exchange policy should be based upon the protection of the
United States strategic technological Tead time advantage over the

Soviets. 66
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CHAPTER IV
THE ECONOMIC .IMPETUS TO EXPORT

From an economic perspective, United States-Soviet
technology transfer does not substantially contribute to the economic
benefit of the United States. The early rationales in favor of
technology transfer with Moscow were primarily political--the economic
rationale for transferring technology has been used as an argument to
continue this relationship. However, as the present chapter will
illustrate, high-technology transfers to the USSR do not represent
a major factor in the overa]] United States trade posture.

In terms of volume, the economic inducements to technology
sales to the Soviets ha&e never been substantial. In 1978,
$2.2 billion of $143.7 billion of a]l United States exports went to
the USSR.l‘ Only $254 mi]]ionwworth of Soviet goods were exported to

the United States in 1978.2

-O0f the United States exports to the
USSR, over 50 percent were in agricultural commodities; moreover,
United States high-technology sales to Moscow amoqnted to only
$207 million (9 percent of all United States exports).3

In the first quarter of 1979, United States exports to

Moscow continued this predominantly agricultural trend--$432.5 million

75




worth of exports to the USSR were in.agricultural commoditi‘es.4 The
final United States export figures show that only $300 million of the
$2.8 bi]]ion.Worth of United States exports to the USSR were in high-
technology sa]es.5 Clearly, United States high-technology exports
to the USSR are relatively insignificant as a factor in the oyera]]
United States export posture. |

Nonetheless, this $300 million figure is much higher than
the high-technology export balance of the mid-1960s and early 1970s.
From 1965 to 1972, United States exports to the USSR ranged from a
lTow of $45 million to a high of $546 million, and>on1y a small per-
centage were in the high-technology area. By 1973, the annual dollar
value of United States exports to the USSR rose to $1.26 billion,
most of which was due to grain exports.6

The general openfng up. of trade with the USSR followed this
general pattern.  Although the United States received comparatively
1itt1e—-in terms of'export value--from high-technology sales with
Moscow, the Soviets were able to develop within this country a
clientele of export traders interested in perpetuating what they
perceived to be (from their business perspective) a profitable rela-
tionship. As Gregory Grossman has written, the greatest dividend
that accrued to the Soviets from détente was "the creation of powerful
vested interests in this country anxious not only to preserve the
lucrative trade but also to safeguard billion dollars worth of loans

to the USSR. . . ."7 . 76




This contrast between the relative insignificance of high-
technology transfers to the country's overall balance of trade, and
its vital worth to individual exporting.entities goes to the heart of
the conf]itt’facing United States policymakerslas-they attempt to

develop a rational export control policy.

The Pressure to Export

Prior to the Soviet invasion of Afghanistan, United States
export controls came under severe attack from the businesé community
‘as a major contributor to the United States balance of payments prob-
'lem. The Dean Rusk Center of International and Comparative Law at
the University of Georgia has argued, according to a February 27, 1979
policy statement by the National Governors' Association, that United
| States export controls should be geared "more closely to our nee&-to
increase exports 1n'order to relieve our balance of payments deficit
and generally strengthen the American economy.""

Therefore, the pressure upon the United States to export is
cited as a primary factor contributing to the decline of the United
States balance of payments. The encouragement.of a larger vo]ume of
United States export trade is consequently deemed as a major economic
objective.

Some of the most frequent economic arguments made in favor
of United States high-technology transfer sales to the Soviet Union
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are that they add to United States employment (by keeping factories
and plants busy) and that they will make.Moscow dependent upon the
West, thereby ensuring a generally stable market.gs This is particu-
Tarly true in times of economic recession, when the pressures upon
business to export are even greater. Moreover, two major concerns of
United States multinationals are that United States export controls
delay and constrain the ability of United States companies to be com-
petitive with those of West Germany and Japan. Businesses, which
are the major vehicle for technology transfer, must cooperate with
the government to ensure that an environment exists that is conducive
to the profitable exploitation of such export sa]es.lo

Consequently, the.bgsic goal of the Commerce Department is
to promote exports. Yet within that very same. department exists the
agency (Office of Export Administration) responsible for controlling
them.  This basic bureaucratic conflict between promoting and
controlling exports has tended, according to former Deputy Director
of the OEA, Lawrence J. Brady, to be resolved in favor of exporting,
since the burden of proof is placed upon the OEA and the Defense
Department to show that such an export would be detrimental to_United
States secum’ty.11

One of the most influential lobbying groups in favor of
increased, high-technology exports (and fewer 1icensing'de1ays) have

been the United States governors. In 1979, the National Governors'
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Association was one of the key groups favoring a major revision of
the 1969 Export Administration Act to. correct the act's alleged
deficiencies. The governors issued a major policy statement urging
that the 1969 Act be changed to allow for:

1. The creation of an Export Administration Council, presided over
by the Secretary of Commerce in which the State, Defense, and
Commerce Departments each would have a vote on granting export
lTicenses. A two-out-of-three vote would carry, but a presiden-
tial appeal would also be provided for.

2. A 45-day time limit for application processing.

3. A review and reduction of the Commodity Control List to decrease
the.brocessing back1og.12

The rationale behind this proposal was that there was a
:definite need for a more rapid processing of licensing decisions.

The two main spokesmen for the governors, who appeared before the

Senate Subcommittee on International Finance which was considering

the 1979 export control legislation, were George Busbee (D-Ga.) and

William Clements (R-Tex.). Busbee acknowledged that most governors

form a "forceful lobby" in favor of easing controls, because they want |

to improve the economic conditions in their states.13 Having
primarily parochial interests, the governors' majér concern in
supporting new 1979 export legislation in the Senate, S.737, was
that the United States must improve its economic competitiveness,
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rather than national security. While Governor Busbee recogﬁiied
that "we have the right to protect. the national security," the vast
majority of the governors' concerns dealt with streamlining the export
control process.14 In fact, Governor Clements stated in support of
streamlining the process that licensing applications de}ayed more than
ninety days rose from 332 in January 1976 to 693 in December 1976.15
The governors are not the sole special interest in favor of
increasihg United States exports. . The Aerospace Iﬁdustries Associa-
tion of America also lobbied Congress to change the "national security
focus" of the 1969 Act to one re]atiﬁé:to a much narrower concern of
"strategic military applicability." They also favored the decontrol
of all "nonstrategic" technologies and supported the "routine purging
of control Tlists," to eliminate from or "index" obsolete technologies

off the control 1ist.16

Other Factors Contributing to United States Balance
of Payments Deficits

Yet, the pressures to relieve the United States balance of
payments deficits through exports are not solely explicable in terms
of delays in export licensing. Other factors contributing to the
loss of United States international economic competitiveness include
an insufficient amount of investment for industrial research and

development. The United States industrial base is rapidly becoming
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noncompetitive, as capital investment for p]ant'expansion and
technological innovation in the United States now trails that of all
the industrialized Western democracies.lz A common reason that
should be concentrated on, rather than United States export controls,
are the tax policies. of the government. Busbee_urged that tax
concessions for research and development should be considered in the
effort to stimulate greatest United States productivity and technolog-

. . . 18
ical innovation.

.Transfer of Technological Developments

Two other aspects of the United States balance of payments
problem should also be discussed. First, the United‘St&tes.has also
transferred large amounts of technology to .its Western allies, thereby
' helping them develop internationally competitive economies.19 They
subsequently can also transfer technology to the USSR. American
companies helped create an economic competitor in Japan by entering
into nearly 25,000 contracts in the 1950s and 1960s for the purchase
of United States: technologies at a cost of approximately $6 bi]]ion.zo
The U.S. International Association of Machinists and Aerospace
Workers have argued that Japan received the equivalent of $15 billion
“for the purchase of $1.5.billion of U.S. technology in the aerospace
fie]d."21 Just as important, if not more so, for the loss of United

States export markets to Japan and West Germany is the fact that these
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nations spend a very small percentage of their gross national product
on defense. Moreover, this means that Japan and West Germany are
freed from major research and development requirements for national
defense.22

The second aspect of the United States balance of payments
problem that must be examined is the role that oil imports play on
the deficit. For clearly, as shall be shown, the quantity of that
0il deficit can not be made up by either highbtechnology trade, or even

increased general trade, with the Soviet Union.

0il1-Import Problem

The United States balance of trade deficit has risen
dramatically since 1973 due to the American importation of foreign
oil. In 1974, the year after the oil embargo, the net United States
export balance for R&D-intensive products ($23.6 b%]]ion) was large
enough to offset the negative balance in petroleum imports ($23.4 bii-
h'on).23 However, as the United States oil import imbalance
increased, United States high-technology sales abroad did not make up -
for the growing disparity between o0il imports and high-technology
exports. Moreover, it must be kept in mind that high-technology
exports to the Soviet Union amounted to only a small percentage of
United States high-technology exports worldwide.

According to C. Fred Bergsten, Assistant Secretary of the

Treasury, the United States o0il import bill rose to $45 billion in
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1977, and to an estimated $50 billion in 1979.24 This deficit could

not even be compensated by United States high-technology exports to
countries other than the Soviet Union. Table 5 demonstratés that
the positive United States balance of.trade.in technology-intensive
goods has even decreased since 1975, while the balance of trade in

nontechnology ihtensive_goods is nbw nega“t'ive.'z5

Table 5

U.S. Trade in Manufactured. Goods Technology Intensive
versus Nontechnology Intensive
(1972-1977)
(In billions §$)

TECHNOLOGY—INTENSIVE NONTECHNOLOGY—INTENSIVE

Year Exports Imports Balance Exports Imports Balance
1972 14.1 8.5 5.6 19.6 29.3 - 9.7

1973 19.0 10.6 8.4 25.7 34.4 - 8.7

1974 26.6 12.9 13.7 37.0 42.4 - 5.4

1975 28.0 12.3 15.7 43.1 38.8 - 4.3

1976 31.2 17.0 14.2 46.1 47.8 - 1.7

1977 33.4 19.6 13.8 47.1 57.7 - 10.6

Source: U.S. Congress, Senate, Committee on Banking, Housing and
Urban Affairs, U.S. Export Control Policy and Extension of
the Export Administration Act,. Part I (Wash1ngton, D.C.
GPO, 1979), p. 158.
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High-technology exports of manufactured goods have been a
source of strength for the United States during the midst of the
current trade imbalance which has accrued due to.United States oil
iMports. The United States remains, by far, "the most important
performer of industrial R&D," exceeding the combined tota]kof Japan,

West Germany, Canada, the United Kingdom, and France.26

Table 6

Research and Development Spending for 1975
(In billions $)

Total GNP (%)
United States $35.2 2.3
Japan 8.76 2.0
West Germany 8.86 2.4
Canada 1.70 1.1
United Kingdom 4.71 2.1
1.8

France 5.98

Source: U.S. Congress, Senate, Committee on Banking, Housing and
Urban Affairs, U.S. Export Control Policy and Extension of
the Export Administration Act, Part I ‘(Washington, D.C.:
GPO, 1979), pp. 159-60. ’ f

84




It is within this context of the United States'leadership in
high-technology manufactured goods abroad and the United States oil
import.imbalance that the contribution of: United States high-technology
sales to the Soviet Union must be assessed. On balance, it is not
evident that increased high-technology sales will ever begin;tq make
up %or United States balance of trade deficits due to chronié oil
imports. Moreover, the argument that the United States should trade
with the Soviet Union, and the Soviet bloc in general, to make up for
such deficits ignores the fact that the Communist market for these
technologies is 1imited, and that the major source of United States
exports in this area have been America's traditional West European

and Asian allies.

The Asymmetry of Motivation

At this point it is appropriate to address the question of
what basic economic principles motivate the United States and USSR to
trade to the high-technology area. In 1974, economist Gregory
Grossman listed four basic economic.principles from which this trade
relationship should be assessed. They were (1) the technology gap,
(2) differing economic systems, (3) volume of two-way trade, and
(4) Western profit motive.27 An analysis of the United States-Soviet
high-technology trade relationship--based upon these principles--

shows that the underlying motivation to export was highly asymmetrical.
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Technology Gap

According to economists at the Stanford Research Institute,

Soviet policymakers looked to the West to help them fulfill their
economic planning objectives. These economists noted that

in formulating the Ninth Five-Year Plan (1971-75), Soviet

leaders opted for a major program of importing advanced tech-

nology and equipment from the West as a source of gain in

productivity. and as a solution to the economic deficiencies

and management problems evident from their past record.28

During the late 1970s, this traditional emphasis on increased produc-

tivity accelerated--in hopes of obtaining higher rates of industrial

growth.

However, Soviet factor productivity actually dec]ined from
1971 to 1975.29 This fact would seem to indicate that the structure
of the Soviet economic system does inhibit economic growth. This

should not be considered surprising, for the USSR has been investing
an ever-increasing share of its GNP in the military sector. To
correct this deficiency, Moscow has concentrated on acquiring tech-
nology to relieve the expected labor, raw materials, and energy
shortages that are predicted in the future. A1l of these facts lead
to an inevitable conclusion: the Kremlin will be more vulnerable to
resource allocation problems than it has been in the past. While the
dominant role of the military in the Soviet economy will not change,
the economy itself will be particularly dependent upon. the technologi-
cal and qualitative growth of the Soviet economy. To the extent that
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Western technology transfer contributes to the techno]ogical_growth
of the Soviet economy, it makes the resource allocation problem much
1e§§.of a. pressing concern for the Soviet leadership.

The United States motivation to expoft high-technology
products and khow-how to the Soviet Union must also be evaluated in
terms of whether the United States will actually profit, in the long
run, from a trade relationship based upon large Soviet indebtedness
to the West. According to Stanley J. Marcu;s, then the Acting
Assistant Secretary of Commerce for Industry and Trade, Soviet bloc
debt totaled $55 billion at the end of 1978.30‘ To compensate for this
deficit, Moscow resorts to "countertrade" practices, involving counter-
purchases, "in—kind" payments and other compensation arrangements.

But the Soviet inability to gain the hard currency needed to pay for
its imports (estimated by Miles Costick to be over 20 percent of its
annual income) raises the serious possibility of Soviet default on its
loans if United States-Soviet relationships reached the breaking

point.  Economist Richard Portes estimated in 1977 that Soviet bloc
debt to the West could rise over $100 bi]]ion.Bl. It is not evident,
given these considerations, that the United States-Soviet (and Western-

Soviet) trade relationship is one of "mutual benefit."

Economic Structure

The structure of the United States and Soviet economic

systems should be_given7even greater emphasis due to the fact that

87




the United States must deal with a nation whose economic system is
-1nherent1y inefficient. Moreover, as ear]y as 1970,'wQstern
economists were warning that Soviet economic inefficiencies could
lead to dependence upon Western technology to expand Soviet primary
industry and fill high-technology industrial gaps.32 This became
particularly evident after Moscow ended its autarkic economic policies
in the immediate post-World War II.years, but did not become widely
acknowledged until the 19705.33

Technology importation, and particularly massive plant
importation, enables the USSR to "avoid the wastes of competition,"
thus allowing it to more easily meet its key planning objectives which
otherwise could not be met dQe to the structural defects in the system
that inhibit industrial technological 1'nnovat1'on}34 Because there
is a strict separation of Soviet research and development from indus-
trial production, "too much R&D is done in scientific institutes and
not enough in the industry that useslit."35 As of 1976, only 12 per-
cent of Soviet R&D scientists are reportedly in industry, compared to
75 percent in the United States.36 Soviet production quotas, more-
over, place pressures upon plant managers to turn out products en
masse, and therefore stifle new technological innovations at the level
of’broduction. As anin Mansfield has written:

.  the sharp separation of R and D from production, has

tended to reduce the economic relevance of R and D carried
out and to thwart the vertical transfer of technology.
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‘Also the incentives system facing Soviet Managers seems to

have discouraged innovationsof many kinds, as well as the

horizontal transfer of many kinds of technolpgy.37

Because of these structural inefficiencies in the Soviet

R&D system and economy, there has‘genera11y been "no narrowing of the
West's technological lead over the past two decades, either at the
prototype level or in the diffusion of advanced techno]ogy."38‘ While
some East-West observers dispute.the existence of a United States-
Soviet technology gap,39 this is most certainly a minority view.
The Soviet desire for Western and particularly United States exports

is now functional to the requirements of its centrally-controlled,

. v 40
socialist economy.

Volume of Two-Way Trade

Samuel P. Huntington, a former member of the National
Security Council, and now a professor of Government at Harvard Uni-
versity, has estimated that Soviet machinery imports have increased
fivefold, in constant dollars, from 1965 to 1973. The USSR has
purchased "$18 billion worth of machinery and equipment from the West,
heavily concentrated in the chemical, petrochemical automotive and
energy industries," of which 30 to. 40 percent were 1n_advan¢ed tech-
nology areas.41. From 1974 to 1978 alone, the Soviets imported
$14 billion worth of W¢stern machinery and production equipment.42

Huntington believes that even though the level of United States-Soviet
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trade in high-technology products is reIatively small, its impact has
been beneficial to the Soviets in four basic ways:
1. It avoids internal economic reforms
2. It, consequently, continues its military build-up
3. It enables Moscow to obtain a fminima11y'acceptab1e" rate of
economic growth
4. It secures critical technology for 1ndustry43
This enabled Soviet economic planners. to develop a coherent
economic plan that has relied upon technology transfer from the West
to enable it to avoid resource-allocation decisions involving invest-
ment in research and development. As Gregory Grossman has contended:
If much of the Soviet trade with the West is indeed gap
filling, then it plays the crucial role of importing short-
run flexibility to the otherwise rigid Soviet economy, as
well as providing great maneuverability over the long run.
. Long-term gap filling would consist chiefly of capital
goods, other investment goods andvtechno1ogy.44
If the Soviet Union can gain this capability without having
to devote a major share of its resource industrial research, develop-
ment and engineering, then_a strong case can be made that United
States-Soviet technology transfer has been based on an asymmetrical
economic relationship. The return that the United States gets on
its economic commitment to technology transfer and trade with the

Soviet Union is, therefore, not primarily economic. Rather, as the

Nixon Administration had hoped in the early 1970s, there was supposed
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to have been some "political dividend" that was to have been gained
from trade with the USSR--namely détente and a general relaxation of
political tensions.

The Profit Motive versus-a Centrally
Planned Economy

The last major asymmetry in the economic relationship between
that of the Soviet Union and the United States in high-technology
trade has been that of the conflict between the decentralized, profit-
motivated United States economy versus the centrally planned economy
of the Soviet Union. Numerous references to this asymmetry are found
in the economic analysis of United States-Soviet trade and technology
transfer by Mansfield, Grossman, Hanson, and Costick.

Because United States companies can only deal with the
Soviet State Central Committee on Science and Technology during its
trade negotiations, this leaves the Soviets "in a somewhat monopolis-
tic position vis-a-vis American firms."45 While the Soviets can
threaten to cut an American firm out of the competition for a poten-
tial contract, the United States firm has no alternative prospective
buyer that it can furn to within the Soviet Union to sell its product
or technology.  As Robert A. Basil has noted, the centralized
bargaining power of the Soviet Union in its separate negotiations with
United States companies can often Tend itself to imprudent busihess

decisions on the part of United States firms eager not to lose the

91




possibility of the "immense" Soviet market from another competitor.46

Indeed, the so-ca]]ed "whipsaw" bargaining tactics of the
USSR can even be extended to. the intgrnationa] level. The Soviets
have frequent]y played one.western,supp1ier off against another in
hopes of either 1owering the price of a product or technology, or
coercing technical information.from the supplier before a sale is
consummated. These tactics were used effectively during the Western
economic recession of 1974,.when the incentive to sell to the Soviet
bloc 1ncreased due to a downturn in Western~econom1'cs.47

Two other aspects of this principle should be commented on.
First, United States business has,genera]]y been able to make a profit
from high-technology sales to the Communist bloc. Eighty percent of
United States-Soviet deals in "computers, electro-optical technologies,
advanced petrochemical processes and high technology" made a profit,
as did 69 percent of all conventional technology sales (maéhine_too]s,
foundry equipment, capital goods).48 Since the United States busi-
nesses doing business with Moscow cgn expect to make a profit, Moscow
can make demands upon them that may be difficult to turn down,
considering the profit-making potential of these deals. Soon after
the 1972 Science and Technology protocols were signed in Moscow, the
Soviets began to require that United States firms "sign deiai]ed

9

technical assistance protocols as a precondition for doing business.

According to former Defense Department techno]ogy,expert, Maurice d.
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Mountain, these protocols, combined with Soviet visitations of United
States high-technology factories and plants, may have weakened the
overall effectiveness of United States export contro]s.50

Secondly, there is little doubt that Moscow considers
United States technology its "first choice." The Soviet'industrial
espionage effort concentrates primarily upon. United States firms and
industries, as the Kremlin sees sophisticated techno]qu‘as_"America's
most competitive expokt on the'wor]d'market.“51

Thus, through noncqmmercia] tactics (where no sale is
'reduired), the Soviets have gained access to technical information
that other prospective buyers would not, since it has a monopoly

bargaining position.

Conclusion

The reliability of these four principles of_SovieteAmerican
-economic relationship hold up well any cross-examination.  Indeed,
when the United States first entered into expanded trade and science
.and technology agreements with the USSR in 1972, it saw the political
benefits of détente as far outweighing the economic ones. By con-
vincing itself that the new detente would lead to political cooperation
between the superpowers, the United States also convinced itself that
the economic relationshib would be cooperative as well. - This
inability to correctly diagnose the competitive nature of Soviet-
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American economic relations was perhaps a natural outgrowth of the

failure to see the political détente as still retaining predominantly

competitive aspects. In failing to do so, the United States could

not foresee how the Soviets would use .its economic policies, including

technology importation, to fulfill its broader political and military

objectives.

United States national security planners should not hesitate

to work in concert with our other allies to deny the Soviets high-

level technology out of a fear that this will motivate the Soviets to

become technologically self-sufficient. Instead, that should be

the goal of United States policy--for only then will the Soviets ever

reconsider the potential harm that the continued growth of its

military establishment will have on its industrial capabi]ities.
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CHAPTER V
EXPORT CONTROLS: MULTILATERAL AND UNILATERAL

What is to be Controlled?

From the onset of the "Cold War" in the Tate 1940s, the
United States and its Western European allies have attempted to control
the eXport of high-techpo]ogy items through both multilateral and uni-
lateral export controls. When the United States unilateral export
control sys;em (the 1949 Export Control Act) and the multilateral
control system kCOCOM-—the Coordinating Committee for Multilateral
Export Contro1s) were begun in 1949, the basic structure of each was
geared toward preventing the export of nearly all goods (a virtual
trade embargo) to the Soviet Um’on.l

This system of controls was initiated at a time of great
distrust of the Soviet Union. There is Tittle doubt that the primary
motivation for the easing of these controls, and also the overall
expansion of trade with the Soviet Union, had its origins in primarily
political considerations. The export control problem facing the
United States today has deep roots in the division of opinion as to
whether or not the Soviet system has changed, and whether the United
States should base its export control policies upon assumptions as to
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the basic political intentions of the‘SOViet Union, and the structure
of the United States-Soviet political relationship.

Nowhere is this more evident than in the contrast of policy
statements between the proponents of easing export controls, with those
opponents of such a relaxation. Definite schools of thoqght can be
depicted, which serve to underscore the basic division of bpinion on

this issue.  Compare these conflicting statements on control policy:

Proponents of Relaxation of Controls

Senator Adlai Stevenson, commenting on S.69, the 1969 Export
Administration Act, and removing the Communist/non-Communist distinc-
tion on United States export controls in 1977, stated:

The reform of national. security export controls will diminish
the tendency for anachronistic cold war perceptions of national
security to dominate export policy. It will encourage a
continuing re-examination of policy to insure that it reflects
changing world conditions and the changing dimensions of
national security.2 ' ’

Senator Walter F. Mondale, in 1974:

. until the enactment of the 1969 Export Administration Act,
the Defense Department saw military significance in practically
everything.3 ’ '

Representative Jonathan Bingham, on the problem of diversion:

Ultimately, however, the important point to recognize is that
there are only acceptable risks. The question about a com-
puter (or any other dual-use product) is not whether it could
be used for military purposes. The answer to that question is
always, by definition, yes. The question is, by exporting
that computer, do we run an acceptable risk?4
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Economic Report of the President, January 1979, on the impact
of national security and foreign poTicy export controls on the United
States losing a large share of the world export market:

. . . (they) contributed to the more than $77 billion mer-
chandise trade deficit from 1974 to May 1979.5

Critics 6f Increased Relaxation

John Hardt, Senior Specialist in Soviet Affairs, Library of

of Congress:

. (some) sales may be risky in maintaining future global
and competitive positions through patents and other contracts
and risk through the technological transfer a significant
contribution to military-related product1on of possible
adversaries.b

The Defense Department:
Embargoes can cost in terms of trade benefit but while our
quality of life may depend on foreign trade, our existence as
a nation depends upon maintaining our national security.’

J. Fred Bucy, on the economic impact of transferring design

and manufacturing technology:

Usually, such information and data are provided to the receiver
so that he may achieve a stated manufactur1ng capability within
a relatively short period of time.8

The Bucy Report, 1976:

. control of design and manufacturing know-how is abso-
lutely vital to the maintenance of U.S. technological superi-

ority. Compared to this, all other considerations are
secondary.?
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Senator Henry Jackson:
. . it is only the quality of our weapons, based on our more
advanced technology and know-how which allows us to maintain
an adequate military deterrent. If some of the protocols
and contracts already signed by American companies with the
Soviet bloc are allowed to go through, we will have lost a
large part of ' the techno1ogica1 basis for their deterrent.10
Clearly, one's attitude toward détente, Soviet military
intentions and United Staées—Soviet political relations has a major
bearing upon the position one takes on exbort controls and technology
transfer to the Soviet Union. Technology itself is po]itica]]x
ambivalent--how it is used, and for what purposes--appears to consti-
tute a major factor in the determination of United States exporf
control policy. The substantive issue to be determined is whether
the "trade-offs"--in this case the economjc benefit to the Unijted
States from high-technology trade with the Soviet Union--are worth the
potential and actual national security risks of these transfers to the
United States. As Robert Klitgaard has noted, export controls are
"used to structure and manage the trade-off between the benefits
reaped by the United States and those--sometimes harmful to United
States interests--enjoyed by others.”11
In order to measure the equity of these trade-offs, it will
be necessary to analyze the structure of the export con£ro] system,
and make a judgment as to whether the risks involved in high-technology

transfer have become so great as to warrant a change in the United

States approach to export control. . 102




Historical Background of the Control System

Controls over exports to the Soviet Union are administered
at both a unilateral and multilateral level. United States exports
have been controlled by the U.S. Department of Commerce; multilateral
controls are administered by COCOM--the Coordinating Committee of NATO
nations, excluding Iceland and including Japan... It is through this
dual-Tevel export control system that the free nations of the West
atiempt to protect their national security 1nterests.

Froﬁ 1949 to 1969, the United States unilateral export
control system attempted to deny exports not on]y having direct
military utility to the Soviet Union, but also those that would con-
tribute to the USSR's economic-industrial potential. COCOM operated
in 1ike fashion, until the mid-1950s, when the industrialized nations
of Western Europe, recovering from the devastation of the Second World
War, began to increase industrial exports to the Soviet Um‘on.12

Pfessure was put upon the United States by its allies to
reduce the number.of items on the COCOM embargo 1ist, and permit
exception requests to exempt certain 1tems‘from'COCOM-control.
Inevitably, this pressure had an impact upoh the United States export
control attitude--United States businesses frequently complained that

since the United States unilateral control 1ist is larger than the

COCOM 1ist, their foreign competitors were allowed to sell goods and

technologies that United States exporters were prohibited from
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se]h‘ng.13 The United States, using the foreign availability argu-
ment, proceeded . to become the COCOM member: that now asks for more
exemptions than asy other member.
. Together with the previoUs]y mentioned role of Soviet-United

States political détente, this change in the.structure of the inter-
natidﬁal ecénomic system tonfributed to the eventual relaxation of both
United States and multilateral controls on strategic and industrial
exports to the Soviet Um‘on.14

In testifying on the status of the United States export
control system before the Research and Development Subcommittee of the
House Armed Services Committee in May 1979, Lawrence J. Brady, former
Acting Director of the Office of Export Administration, declared that
the present process is "in a shamb]es."15

Brady's statement was based upon two basic facts: (1) the
United States has consistently failed to act upon reports of Soviet
diversions of United States commercial,technology'for military end-
uses; and (2) the United States has been the primary force behind the
undermining of the multilateral control system.

For these reasons, the structure of the United States and
multilateral export control systems should be examined to discover how
the system deteriorated, and what must be done by the United States

and its allies to reinstitute a semblance of control over exports to

the Soviet Union that can increase its military-industrial potential.
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United States Unilateral Controls:
Export Legislation

The United States controls the export of high technology
through export Ticensing. Such controls began in 1948 when all
exports to the Soviet Union and its bloc allies were put under
"mandatory 1icensing'procedures."16 The first major piece Qf‘legis-
lation enacted to control exports to the Soviet Union was the 1949
Export Control Act. Controls were imposed by this act with regard
to direct military and indirect military utility.!’ Indirect
military-useful trade can be said to- encompass 1ndustria1 economic
trade that could increase Soviet industrial output and divert
resources to the military sector. Consequently, United States trade
with the Soviet Union was tightly contro11ed.18

At that time, the United States initiated a uni]atera1
commodity control Tist. This list was administered by the Office of
Export Control within the Department of Commerce.19 Today, the
United States export control system is administered by the Office of
Export Administration.

In 1951, the Congress passed the Mutual Defense Assistance
Control Act.20 This act extended controls to make it possible to
embargo items and goods deemed to-"threaten the security of the United

States--including arms, ammunition, implements of war, atomic energy,

| materials of strategic va1ue."21 It also controlled the export of
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items of strategic significance used in the production of these
materials.

The first major change in United States export control
policy came in 1969 with the enactment of the Export Administration
Act.. This act fundamentally changed the policy objectives of the
1949 Act to enable the United States to export products, goods, and
technologies that would "strengthen the Soviet Union's economic poten-
tia]."zz Its basic premises were threefold:

1. Continue national security controls over exports having potential
military significance
2. Improve the United States-Soviet political relationship
3. Improve the United States balance of tr‘ade23
The Nixon Administration based its new trade po1icy on the

assumption that the improvement in United States-Soviet political

relations was permanent. In his First Annual Report to the Congress

on United States Foreign Policy for the 1970s, President Nixon

emphasized that "we Took forward to the time when our relations with
the Communist countries will have improved to the point where trade
relations can increase between‘us."24' Nixon further emphasized that
"the central problem of Soviet-American relations . . . is whether our
two countries can transcend the past and work together to build a
lasting peace."25

Therefore, the trade legislation enacted during the Nixon
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Administration was based on a-premise that challenged the political
assumptions of the Cold War. It insisted that expanded trade on the
aSSumpfion.of political circumstances had dramatiéalTy,changed during
these"cwent,yA,yeanf's.z6

Trade'was n; longer t6 be a tool for economic leverage.
The 1969 Act specified that export controls would be instituted for
three reasons: national security, short supply, or foreign policy
objectives.27 Moreover, many co-sponsors of the act felt that
expanded trade'would'"help,further the sound growth and stability" of
the United States economy--particularly important'due'to the growing
United States balance of payments prob]em.zs-’ Nevertheless, the
political incentives for expanded United States-Soviet trade clearly
outweighed the economic incentives. As the Kalb brothers wrofe in
their analysis of Kissinger in 1974, expanded trade with the Soviet
Union was pursued as part of a Nixon/Kissinger "desire to create a web
of international Soviet-American arrangements that would demonstrate
to the Kremlin that cooperation was more productive than confronta-
tion."29

By 1977, United States export contro]vpo1icy had been
liberalized to such an extent that the Communist/non—Communist dis-
tinction was eliminated. Amendments passed in 1977 to the‘Export
Administration Act abolished the requirement that such distinctions

be taken into consideration. Instead, United States policy was
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revised to.reflect such factors as

the country's present and potential relationship to the United

States, its present and potential relationship to countries

friendly to the United States, its ability and willingness to

control re-transfers of United States exports in accordance

with United States policy, and other such factors as the

President may deem appropriate.30

The rationale behind this change was a150'po1itica], for

the United States did not just expand trade with Moscow. It also did
so with the rest of the Soviet Union's East European a111e5.31 The
basic assumption behind this expansion was that a "good" political
relationship with the United States--and a presumed ability to control
re-transfers of United States goods to "controlled countries" (those
to which exports are not to be sent for national security purposes)--
constitute sufficient: criteria from which to make a judgment as to
the propriety of a particuiar export to a Communist country. The
shortcomings in this amendment were twofold. First, exports to
Communist bloc nations are more difficult to control from a re-export
perspective than those of other Western nations. The1COMECON trade
structure for the Soviet bloc is highly homogeneous, as 70 percent of
all Soviet-bloc trade occurs between COMECON members.32 The possi-
bi]jty for re-transfers of United States technology under this kind
of arrangement pose different kinds of prob]ems than the traditional

third country problem associated with Western re-transfers to the

Soviet Union. A military-significant technology could conceivably
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be re-exported numerous times--and eventually could end up in Soviet
hands--without the initial receiver technically violating the third
country re-transfer provisions of United States law. Secondly, the
1977 amendments also redefined what a controlled-country actually is,
by changing the responsibiTity of the Secretary of Defense

to review exports to "controlled countries" [defined as the

Communist countries designated in the Foreign Assitance Act

of 1961] so that he is required instead to review exports to

countries designated by the President pursuant:to the per1od1c

review of U.S. policy called for by the bi11.33
This amendment, together with the change in United States policy men-
tioned above, served to "shift the emphasis from the country of
destination to the exported commodi-ty.,"34 This opened up the possi-
bility of greatly expanded trade with Eastern Europe, and indirectly
increased the chance that militarily-significant technologies (those
controlled for national security purposes) could be re-transferred to
the USSR by its COMECON partners. For as Lawrence J. Brady stated in
testimony before the Senate Government Operations Committee's investi-
gations subcommittee on February 20, 1980, in testifying on the
Administration's technology embargo:

The present moratorium is ineffective . . . it has not been

stated to apply to Eastern Europe and those countries will

act as a conduit of technology to the Soviet Union, as the

Department of Defense has already testified.35

Moreover, the relaxation of the Communist/non-Communist

distinction on United States technology transfer ignored the fact that

109




nearly all of the COMECON countries are also members of the Warsaw
Pact. Diversion of United States commercial technology need not be
re-transferred for military diversion, when. it can occuf at East
European plants and factories.

The 1977 amendments also relaxed United States export
controls in two other ways. The foreign avai1ability.criteria were
sufficiently broadened to basically make sudh availability grounds for
issuing an export license--provided that the export did not make
"a significant contribution, which would prove detrimental to the
national security of the United States, to the military potential of
such country."36 However: (1) no specifications were made as to
what specific evidence would be deemed reliable proof of foreign
availability; and (2) no specifications were set forth defining what
kinds of technologies would, if transferred, be "detrimental to the
national security of the United States." It was not until 1979,
during the enactment of the;1979 Export Administration‘Act that a
reliable evidence test was provided to serve as the basis for deter-
; mining foreign avai1éb111ty. Moreover, the military-critical tech-
nologies Tist (still not completed as of 1980) was just in its
beginning stages of birth when the amendments changing United States
law to require that an export be "detrimental" to United States

national security were passed.
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The 1979 Export Administration Act

The 1979 Export Administration Act extends‘the statutory
authority for the federal regulation of exports. for another four
years. A product of long and protracted years of political in-
fighting over alternative proposals, series of hearings, conference
committee reports, and floor debate, the 1979 Act retains the basic
"pro-trade" thrust of United States export legislation of the past
ten years. The basic provisions of the 1979 Act call for:

1. The control of exports for national security purposes
| that puts special consideration on prohibiting technology exports
that would "make a significant contribution to the military potential
of another country, detrimental to United States national security"
(continuation of 1977 provisions).

2. Retention of the responsibility for the administration
of export controls with the DepartmentAof Commerce, with the Defense
Department to review and have the right to appeal any licensing
decision to the President (same).

3. Controls.are to be continued to be imposed for three
reasons: (a) nétiona] security, (b) short supply, (c) foreign policy
cbjectives (same).

4. Provides for a reli&b]e evidence test to determine the
extent of foreién aQai]abi]ity (new, not in 1969 Act or 1977 amend-

ments).
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5. Creates a new "indexing" provision whereby certain
technologies gauged to be obsolete by United States standards can be
taken off of the commodity control list (new, not in previous legisla-
tion).

6. States that the promotion of exports helps to improve
United States national security and to discourage "uncertainty" in the
use of export controls.

7. Gives the Secretary of Defense the responsibility
for drawing up the Military-Critical technologies list; provides for
Secretary of Commerce concurrence on the determination of the 1list;

requires that it be completed and placed in the Federal Register '"by

no later than October 1, 1980."

8. Retains re-export conditions on United States exports
sold under validated 1icen§es.37

Throughout the thirty-year history of United. States export
control policy, two significant facts stand out above all others.
Fifst, the United States has gradually liberalized its controls
throughout those thirty years by a number of mechanisms--reductions
in the coﬁmodity control list, waivers and exemptions, the declassifi-
cation of items requiring validated licenses to those requiring only
| general licenses and that licenses drawn up thatvfrequently have
loop-holes so large that they can be evaded. Secondly, although the

United States has attempted to move toward the tightening of controls
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on military-critical technology (the critica14technologies project of
the Defense Department--born from the Bucy Report), both the general
policy guidelines set forth in this legislation, and the administrative
structure of the export control system, have contributed to major
policy failures that conclusively prove that the export control system
is in a shambles.

United States Administration of
Export Controls

Technology is transferred under two kinds of export licenses
to the Soviet Union: a validated license for (a) national-security
controlled products (requiring Department of Defense approval if the
commodity to be exported has the potential of significantly contribut--
ing to.another nation's military capabilities, i.e., dual-use items;
(b) items controlled for foreign ﬁo]icy reasons (i.e., nuclear
devices, 0il and gas equipment, crime control, and detections equip-
ment); and (c) petroleum and its "related products" that are under
short supply controls; and a general license for all other exports.
Ninety to ninety-five percent of all exports are sold under general
11censes.38

The Department of Commerce has the.responsibility for
administering the commodity control list, under which the three
categories of exports mentioned above are to be regulated. Depart-

ment of Commerce officials have recently stated that over the last
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four years, "20 to 30 percent of U.S. sales to the Soviets have been
on the list of products requiring (such) licenses for exbort."39
The annual average dollar value of these high technology sales under
validated licenses ranged from $150 million to $216 million per
year.40

The present U.S. Commodity Control List contains 73 items,
divided into ten groupings:

Group 0--Metal-Working Machinery

Group 1--Chemical and Petroleum Equipment, Pumps and Vailves,

Other Equipment

Group 2--Electrical and Power Generating Equipment

Group 3--General Industrial Equipment

Group 4--Transportation Equipment

Group 5—-ETeqtronics and Precision Instruments

Group 6--Metals, Minerals and théir Manufactures

Group 7--Chemica1s; Metalloids and Petroleum Products

Group 8--Rubber and Rubber Products

Group 9——Misce1]aneous41

In general, the U.S. Commodity Control 1ist includes all of
the items on the COCOM control Tlist, plus other items and technologies
that are controlled unilaterally by the United States. According to
Frank A. Weil, Assistant Secretar} for Industry and Trade of the
Commerce Department, this list encompasses 73 unilaterally controlled
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items.42 ~ Other sources contend that, according to departmental

interpretation, the 1ist has only 38 items;43 Together with the

same 149 items (as of March 1976) controlled by COCOM,44'this means
that the United States controls the export of<we11 over 200 technologi-
cal products and items for national security purposes.

The vast majority of all license: applications, both‘genera]
and validated, are approved by the Commerce Department. Of the some
77,000 license applications reviewed by the Commerce Department each
year, 99.5 percent are approved without ever having to be sent to
interagency review (the Operating Committee) or to COCOM for allied
approval.45 Furthe}more? the vast majority of validated export
11ceﬁsg-app]ications are q];o acted upon in this manner. This means
th§£ some'350-400 validated export licenses actually go through a
review process at the interdepartmental level each year.

Lawrence J. Brady testified in May 1979 before the Research
and Development Subcommittee of the House Armed Services Committee
that out of the 7,000 sales of United States advanced technology to
the Soviet Union in 1978, only 200 to 300 export licenses for such
sales were dem‘ed.46 Only strong objections by the Defense Department
caused those applications to be rejected. It is estimated that
95 percent of all export licenses reviewed for national security

47

implications were approved in 1978.

A major cause of this situation has been the case-by-case
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approach used in the past to review the licensing of such exports.

The United States has not had a 1list of military-critical technologies
formulated from which to pre-judge the security relevance of a
particular technology. This placed tremendous strains on the United
States export control system, causing licensing delays that contributed
to business claims that the government was inadequately evaluating
export license applications.

An effort to begin to categorize technologies as military-
critical began in 1976, following the issuance of the Bucy Report,
whfch had recommended that such a procedure be started. However, a
military-critical technologies 1ist was not formulated for nearly
four years (1976-1980); a time in which validated export licenses
were increasing.48

‘Dr. Maurice J. Mountain noted in 1978 that the case-by-case
approach generally implies that "a technology will not be banned" if
its end-use representations are "appropriate to its stated civil use
and if the 1ike1ihood,of its diversion to military purposes or its
potential military contribution is slight."49 Consequently, the
case-by-case approach contributed to the ]ibera]i:ation of United
States export control policy that led to strategic techno]ogy transfers
to the Soviet Union.

The failure of the United States to develop a baseline from

which to control strategically significant technology transfers to
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the USSR led to three "barriers" to the administration of United

States export control pp]icy, according to J. Fred Bucy,

1. A confusion between technology products--design and manufacturing
know-how was not adequately protected.

2. Technology transfers of relevant manufacturing data, licenses
with teaching and consulting agreements and training of technical
personnel.-

3. A failure to see that technology exports are conducive to the

"economic health and national security" of the nation.50

Bucy Report--Critical Technologies Approach

The 1976 Bucy Report represented the first government
attempt at trying to develop a coherent approach to the control of
military-critical technologies. The Bucy Report contained a summary
of findings made by the Defense Science Board (DSB) task force on
export control of critical techno]ogies.51 This report began the
Defense Department's effort to control the export of "dual-use"
technology by making the following policy recommendations:

1. Shift the emphasis of exports from products to critical technology
(the principle elements of critical technology being design and
manufacturing know-how, keystone manufacturing equipment, and
products with sophisticated know-how)

2. Control mechanisms should include:
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4.

(a) control of active transfer mechanisms

(b) control of products sales, emphasizing intrinsic utility

(c) simplified licensing criteria

(d) no transfers to netural countries of technology that would
not be transferred to Communist countries

(e) efforts should be made to strengthen COCOM

(f) the key elements of "revolutionary technologies should be
transferred only to COCOM members

ﬁeterrents, such as end-usévstatements and safeguards "should

not be used to control applications of design and manufacturing

know-how," or be relied on to prevent diversion or enforcement

against violations

The DOD should develop policy objectives aimed at:

(a) controlling key high technology field exports

(b) identifying the key elements of technology

(c) communicating this knowledge to COCOM, United States_govern-
ment agencies and private industry

(d) increasing the resources-in DOD “"required to perform and

implement these objectives"52

However, the military-critical technologies approach to

United States export control is still not completed and integrated

into the export control system. Indeed, the approach ran into

significant opposition. Some of the more typical objections to the
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DSB's recommendations included that United States firms should be able
to sell "obsolete" technology; that the United States should not have
a unilateral control list that differs from that of COCOM; that the
USSR cannot absorb all. of the technology that the West transfers'to
it, and that DOD has "too limited" a knowledge of current technologi-
cal capabilities in the Soviet bloc to keep its estimated up to
date.53p Indeed, former DOD official Maurice J. Mountain, in refer-
ring to the difficulty of implementing -a critical technp]pgiés
approach, stated in 1978 that

. . . it is almost impossible to draw up a list of goods or

technologies whose embargo would inhibit weapons development

without including items that, in most cases, wou]d be used

only for peaceful purposes.54

Therefore, the procedural recommendations formulated by the

DSB for reviewing e*port control cases ran counter to the basic thrust
of United States export control policy as conducted from 1969 to 1976.
The distinction between technology and products in the Bucy Report was
perhaps the key element of the policy; the predetermination of what
technologies are military-critical was the means.suggested to imp]e-
ment the policy and streamline.the entire export control process.
The institutional biases against such a marked change in United States
export control policy administration--combined with the inherent
difficulty in developing such a list--served to postpone the formula-

tion and implementation of the critical-technology approach to export

control. Not until 1976-77 did the DOD begin to allocate resources
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to the critical technologies project.

In August 1977, the Defense Department issued an "Interim
DOD Policy Statement on the Control of U.S. Techno]ogy.“55 This was
the second DOD step taken toward the initiation of the military-
critical £echno1ogy approach to export control. It supported the
Bucy Report's findings that "primary emphasis" on controlling exports
for national security purposes should be placed on design and manufac-
turing know-how--such as keystone manufacturing, test equipment and
sophisticated operations and maintenance technology.

The August 1977 interim statement differed from the Bucy
Report in four significant ways, however,

1. It did not favor a prohibition on the transfers of
military-critical technologies to neutral countries;

2. End-use statements and safeguards could be considered
as grounds for export approvals, "as provided for in Presidential
directives";

3. End product exports "are to be made primarily on the
basis of an assessment of that the product's inherent performance
capabilities, or the quantity sold, do not constitute a significant
addition to the recipient's military capability which would prove
detrimental to the national security of the United States." The
Bucy Report stressed control of end products based upon their
"intrinsic utility"--and did not consider quantity as a major factor
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4. It called for an updating of the military-critical
technologies list, as did the Bucy Report, but broadened the time-
dependent criteria in the report to include that items can be "added
and/or deleted from the 1ist as time goes by."56

In spite of retaining the basic thrust of the Bucy Report's
emphasis on the pontro] of design and manufacturing know-how, these
| new qua]ificatiohs continued. the trend toward 11beralization,by
including the criteria that a product transfer must be "detrimental
to the national security of the United States." This difference,
however, did coincide with the language of the 1977 export control
act amendments calling for the transfer of a technology or product,
on the grounds of foreign availability--provided that the export did
not make a significant contribution to the.receiving country that

would be detrimental to United States national security.

In 1977, President Carter also established the Presidential
Review Memorandum (PRM) 31 Group, to review United States export
guide]ines.s7 The basic motivation for the establishment of the
PRM 31 Group was that it was feared that too much strateQica]]y
significant technology was getting into the Soviet Union and its bloc
allies. As of November 1977, the Administration. did not have a
comprehensive policy toward the revision of United States national
security controls for military-critical technologies.

By 1978; the Administration was beginning to feel the
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pressure from Congress for not having deve]oped a military-critical
technologies list. The 1969 Export-Administration Act was due to
expire in September 1979, and with it the current national security
guidelines on export control. Congress was hoping for some leadership
from the execuiive branch on.tﬁis issue, so it could be used in the
1979 legislative process, but instead, found conflicting sigha]s
emanating from the DOD and the White House on the issue of export
control legislation.

A 1978 White House report on technology export controls
argued against tightening up United States export control legislation.
In particular, this report argued against tighter United States con-
trol of re-sales of United States origin technology to Western Europe
and Japan--stating that strong re-export controls would "weaken
alliance re]ationships."58 While favoring fewer restrictions on
re-export controls, the report nonetheless argued that since export
controls are primarily directed at the Soviet Union, they ". . . have
not dampened the motivation of U.S. industry‘for'innovations."59

It was not until January 1979 that the Defense Department
completed the first determination of the areas of app]ied science and
engineering that would constitute the specific products, transfer
mechanisms and information on the military-critical technologies list.
It had listed fifteen broad technological areas in which specific

items were to be 1isted:60
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1. Computer Network Technology

2. Large Computer System Technology

3. Software Technology

4. Automated Real-Time Control Technology

5. Composite and Defense Materials Processing and Manufacturing
Technology

6. Directed Energy Technology

7. Large;Scale Integration/Very Large-Scale Integration (LSI/VLSI)
Microelectronics Design and Manufacturing‘Techno1ogy

8. Military Instrumentation Technology

9. Telecommunications Technology

10. Guidance and Control Technology

11. Microwave Component Technology

12. Military Vehicular Engine Technology

13. Advanced Optics Technology (including fiber optics)

14. Sensor Technology

15. Undersea Systems Technology

The second step in the implementation of the MCT approach
is to identify specific component technology areas within each of the
fifteen areas. As of March 1979, only nine of the fifteen iechno]ogi—
cal areas outlined above had specific component areas,identiﬁ'ed.61
This list was being composed by industrial technical experts and the

DOD staff.
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The third step in the military-critical technologies
approach was to identify items and "contributors" to the relevant
design, manufacturing, utilization, testing and maintenance functions
which can be subjected to export controls.

As of September 30, 1979, the date upon which the new four-
year Export Administration Act began, this process was'nof'COmpTeted.
Steps 4 and 5 of the Administration’s military-critical technology
approach--recommending what military-critical technologies should not
be exported, and delineating the technology transfer mechanisms
effective for each and recommending what government control should be
invoked over them--were also. not completed. The Congress responded
1n‘its 1979 legislation by mandating that the military-critical

| technologies list be completed by October 1, 1980, and subsequently

be placed in the Federal Register.

Ideally, the hi]itary—critica] technologies approach to
export control should simplify the Department of Defense's role in the
export control process. The Department of Defense traditionally has
had to review the validated license export applications submitted to
it for review by the Department of Commerce. Those cases that are
not settled between the DOD and the Commerce Department by "waiver"
have to be reviewed for their potential national security impact.

The authoritative Office of Technology Assessment report in Technology

and East-West Trade noted that due to the excessive workload that
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this imposed on DOD resources and manpower, quite frequently the DOD
would present a positive advisory opinion to the Commerce Department
on the application unless DOD technicians advised otherwise within
thirty days. The principal goal of such an opinion was to speed up
the entire reviéw‘system.

The Critical Techno]ogy Project is currently being adminis-
tered.by the new Deputy Undersecretary for International Programs and
Technology, Dr. Vitalij Garber. The DOD instituted a reorganization
of its exporf,contro] system on October 1, 1979, as outlined by former
Deputy Seéretary Duncan's proposal of May 1979.62 This reorganiza-
tion transfers the responsibility for case processing and export
control policy to the Undersecretary of Defense for Résearch and
Engineering from the Office of International Security Affairs, which
is to concentrate on the political and international security implica-
tions of technology transfer issues.

However, this reorganization is unlikely to make any
significant difference in the DOD review of~exp0rt control cases for
one simple reason: the excessive caseload requirements on DOD has
already made it seek out institutional mechanisms by which to make
shortcuts in the review process to expedite the processing of export

applications requiring validated licenses.
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Case Processing

As of October 24, 1979, the Defense Department caseload of
validated export license applications reached 2,914. 0f the 2,914,
some 146 still remained open as of that date.63 In point of fact,
the DOD succeeded during 1978 at reducing the average number of days'
time allotted for the review of export license applications from
thirty-five to twelve days.64 Some. 98 pertent of all export license
applications were reviewed and processed within thirty days.65 So,
clearly, instead of DOD lengthening the reviewfperibd for ekport
license applications, the process shortened it.

Why is this the case? Indeed, Representative Jonathan
Bingham (D-N.Y.) contends that a presumption. of license denial is
built into the system that leads to inefficiency and delays final
action on the 1icensing decision.66 If the vast majority of licenses
are not validated licenses (some 74,000 of the 77,000 processed last
year are), then certainly it can be said that a presumption of
acceptance generally exists. When only 146 to 2,914 validated
licenses are held up due to national security implications, then
surely this cannot be considered."presumption of deniaT.f

Two other problems also deserve mention here before the
international, multilateral control system is examined. First, the
Commerce Departmgnt frequently writes up licensing agreements so

vaguely that, according to Congressman Clarence E. Miller, "the Soviets
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are able to divert the exported technology‘for military purpose (often
to prodﬁcé items on the U.S. munitions Tist) without technically
violating the export arra_ngement."67 A major examb]e of this is the
151 export licenses granted to various United States companies with
respect to the Soviet Kama River truck plant. These licenses should
have been sufficiently annotated to account for just exactly what and
how much of it was transferred to Kama River. However, during May 19
hearings on the Kama River incident before the Research and Development
Subcommittee of the House Armed Services Committee, it was stated

that only 43 of the 151 have ever been returned by the Commerce
Department to Congress to verify exactly what was shipped to Kama
River.68 George Mohrmann, legislative assistant to Congressman
Richard Ichord (D-Mo.)--who chaired these subcommittee hearings--
estimates that the actual dollar total of the United States technology
| transfers to Kama River could be as high as $1.2 billion to $1.5 bil-
Tion. On the basis of the forty-three licenses returned to Congress
thus far, the deal 1is said to have involved $355 million worth of
technology transfers.

The second problem, also institutional, deals with the
staffiné of the Office of Export Administration and the Defense
Department. As of November 1979, the Office of Export Administration
had 36 vacancies--28 of these vacancies were among its professional

and technical staff.69 At the Pentagon, just eleven people are

127




working on export licensing applications--and none of these people are
involved in the critical-technologies project.70

With the Commerce Department reviewing 77,000 export license
applications each year, and DOD having to review validated export
license app]fcations thaf reach the interdepartmental stage, the
‘chances for "system-overload" becomes greater with each passing year.
As the Comptroller General stated in assessing the overall effective-
ness of United States export controls, these controls do not "recon-
cile the conflicting goals of export promotion and export contro]."71
A system designed to both promote and control exports ends with us
doing neither very well. This is what happened with respect to the
Department of Commerce's administration of United States export
controls.

However, deliberate policy choices made in the late 1960s
and early 1970s facilitated the demise of the United States export
control system. J. Fred Bucy, President of Texas Instruments,
contends that United States controls have eroded over the past five
years, and that the United States is just beginning to uncover how
much damage actually was done to its security by Tiberalizing United
States trade with the Soviet Union.over the past decade.72 Others,
‘such as Lawrence J. Brady, contend that

over a period of about 10 years, this system has been gradually

dismantled to the point where the Soviet Union and other con-
trolled countries are now capable of acquiring some of the
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most sophisticated Western technology and diverting it to
military forces.’3 |

While the administration of. the control system is indeed a contributing
factor, the underlying‘policy choices deserve the burden of the
criticism for the current weak state of the United States export

control system.

COCOM and Multilateral Controls

The United States and its NATO allies attempt to control the
transfer of strategically significant goods through the international
| Coordinating Committee for Multilateral Export Controls (COCOM).

COCOM was established January 1950. Each COCOM member has a veto
over the sale of a restricted item (on the commodity control 1ist) by
a member to a nonmember nation.  This list is secret.74

COCOM has never been formalized by treaty or executiveﬂ
agreement.75 A major problem inherent in multilateral export control
is that America's COCOM allies do not have as broad a perspective as
the United States as to what technologies--if transfefred"to the
Soviet bloc--might compromise Western security.76' Numerous cases do
exist of COCOM evasions of controls that the.United State; has
refused to contest out of the fear that COCOM might dissolve if the

77

United States pressed its case too hard.

However, .in recent years, the United States has been the

primary force behind the undermining of the multilateral export
' 129




control system. When COCOM was first organized, it contained three
separate control lists: ~an embargoed technologies list, a 11$t ts
control exports by quantity, and a list that contaiped‘items that
could be sold, but which had to be surveyed for end-use purposes.

As of 1970, there were 2,692 items on these three lists.
By 1979, according to General. Harold Aaron, former Deputy Director of
the Defense Intelligence Agency, the items on the lists had been
reduced to 720, a significant proof that substantial de-control has
already occurred.78

So, too, the COCOM embargo 1ist has steadily declined since
the early 1950s. This 1list, which is very similar to the United
States list, has ten groupings within which the specific embargoed
technologies are divided: metalworking machinery; chemical and
petroleum equipment; glectrica] and power-generating equipment;
' general industrial equipment; transportation equipment; é]ectronic
and precision in;}ruments; chemicals and metalloids; petroleum
products; and'rubber and rubber products.79

« The "embargoed list" has been reduced from 265 items in

80 The reduction in the

March 1954 to 149 items in March of 1976.
COCOM embargo 1ist necessarily reflects the general reduction in the
other lists that come with.the onset of détente and expanded East-

West trade, and the indigenous development of Soviet and East European

technologies of like kind.
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But two major'facts emerge from an analysis of the COCOM
embargo list that far outshadow its reduction in size. The first
is the extent to which embargoed technologies have been granted excep-
tion requests and ultimately been sold to the USSR. . In testimony
before the Joint Economic Committee in 1978, General Aaron stated that
from 1974 to 1978, the USSR imported $14 billion worth of Western
machinery and equipment, including $600 million worth "in approved
COCOM exception requests for embargoed goods and techno]ogies."81

This figure is corroborated by a Special Report on Multilateral Export

Controls, submitted by the President to Congress in 1977. In that
four-year period (1974-77 inclusive), the amount of COCOM approved
exception requests totaled $680 mi]lion.SZ‘ Indeed, it is something
of a misnomer to label these as "exception requests." The overwhelm-
ing majority of these requests were approved from 1974 to 1977 .83
Moreover, it is the United States that has asked for more exception
requests_to the COCOM embargo list.. In a five-year peripd from 1971
to 1975, the United States .asked.for nearly half of a]] COCOM-
approved exception requests--2,178 of 4;423. The.Uhited States has

continued that trend into 1978, and asked for 500 of the~1,035 COCOM

exception requests approved that year.84 (See Table 7)
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Tabte 7

COCOM Exception Requests

Total $ US$ Value Disapproved
Value 1in in Requests?@
Millions Millions

Total us
Approved  Approved

1971-75 4,423 2,178 $ 590.0 N/A N/A
1976 884 432 163.0 71.0 36
1977 836 358 214.0 55,2 31
1978 1,035 500 N/A N/A N/A

Source: Office of Technology Assessment; Technology and East-West
Trade (Washington, D.C.: GPO, 1979), pp. 158-59.

o U.S. exception. requests were disapproved in 1976 or 1977
Withdrawn and pending requests constituted 137 (36 and 101) additional
requests in 1976 and 220 additional requests. (44 and 176) in 1977.

United States Re-Export Controls

Current United States export control legislation contains
provisions that gives the Department of Commerce the right to maintain
re-export controls over the sale by a third party of a United States
purchased good or technology overseas.85 According to United States

Taw, this would require that that country to file for a validated
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license to the Office of Export Admim‘stm"tion.8-6 Re-export contro]s
have long been a source of concern to advocates of increased United
States-Soviet trade. Representative Jonathan Bingham's (D-N.Y.)
proposed 1979 Export Administration bill, HR 4034, contained no provi-
sions for re-export control of United States techno]ogies.87
Representative Lester Wolff (D-N.Y.) succeeded in getting the House

to include re-export control criteria in its 1979 version of the
Export Administration Act. Senator Henry Jackson (D-Wash.) also
succeeded in obtaining the consent of Senator Adlai Stevenson, Jr.
(D-I11.) to include re-export controls in the final Senate version of
the 1979 legislation, S. 737.%%  Both versions called upon the
President to initiate negotiations with other nations (1nc1ud1ng COCOM
allies) when hé had reason to believe that technology contro]]ed.for
national security reasons was being made available from these nationé
to other controlled countries.

It is acknowledged that Western European nations often
oppose the efforts of the United States to expand national security
controls over technology exports, since these nations do not have as
broad a perspective as the United States on the relationship of
technology to:nationa1 security. This has been a continual prob]em
throughout the thirty-year history of‘COCOM,.andvundoubﬁed]y it would
requfre extensive communication and negotiation to obtajn COCOM agree-

ment to stricter enforcement of the COCOM strategic embargo list in
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the future. Another basic reason. for this divergence in United
States-West European thinking on COCOM control has been Western
Europe's greater dependence on trade with the Soviet bloc.  Although
the political leadership of the COCOM nations has been adverse to
stricter strategic technology controls, the military has not. In the
fall of 1979, NATO officials officially approved of the United States
practice of controlling re-exports through administration regulation,
and in particular, favored the Senate version of the 1979 Export
Administration Act (S.737), which contained such controls, to the
Bingham legislation, which did not.S®
The point to underscore in addressing United States-allied
problems on export control policy is that to the extent to which other
COCOM nations- Took to the United States for leadership on this issue,
the United States has been its own worst enemy. by contributing to the
undermining of the COCOM embargo 1ist through asking for more exception
requests than any other COCOM nation.  COCOM solidarity cannot be
enhanced when the principal leader of the Alliance (the United States)
sees fit to pursue both simultaneous decontrol_of.the embargq list,
‘and.the requesting of exceptions to the 1ist, which makes its very

purpose as a national security tool against the Soviet bloc essen-

tially meaningless.
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Summarz

United States export controls have been continually liberal-
ized over the past eleven years. The motivation for this 1iberaliza-
‘tion was that detente with the Soviet Union had fundamentally altered
the United States-Soviet po]itical relationship. Logica]]y,}the
initiation of normal trade relations (including hfgh4technology
transfer) should succeed the development of United States-Soviet
political détente. To the degree that one accepted the argument that
détente was a positive and permanent political development, one tended
also to accept the initiation of normal trade relations, technology
transfer and scientific exchange with the Soviet Union. Some margin
for reluctance or hesitance was permissable, but never to the extent
‘to which the fundamental premises upbn'which.détente was based were

questioned.

Consequently, during 1970s, the United States began a
unilateral -and multilateral process to transfer highly sophisticated
technology to the USSR that would not have been. allowed under previous
export control policy. While an attempt was started in 1976 to have
the Defense Department 1list technologies that are known to be
"military-critical” and prohibit them from being exported, that process
was not completed as of October 1, 1980. |

Moreover, technology progressed very rapidly in the 1970s--

the same time in which the United States was embarking upon a
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liberalization of its technology export controls. This twin
phenomena probably opened the door for the diversion of many United
States techno]pgies by the USSR for military end-uses. The extent
to which this is a plausible thesis will be examined in the remainder
of the dissertation.

If United States technology transfers.did contribute to the
unwarranted distribution of dual-use technologies to the USSR during
the 1970s which were diverted for military end-uses, United States
export control policy (both unilateral -and multilateral) must bear the
brunt of the responsibility for that fact. Moreover, if high-
technology transfers from the United States-tolthe USSR .unduly con-
tributed to the expansion of the Soviet economic-industrial base at a
time when the USSR increased the percentage that it devoted of its
GNP to the military by 50 percent (12 to 18 percent), it must be said
that United States export control policy shares a large measure of
responsibility for this fact also. If United States governmental
policies calling for United States-Soviet scientific-technical co-
operation gave the USSR technology and expertise that it otherwise
would not have had, and it was used to the detriment of United States
national security 1nferests, so too it must be said that the détente_
policy which initiated this development, as .well as the liberalizations
of United States technology transfers to the USSR, must be held

accountable.
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It will be the purpose of the next section of the disserta-
tion to ascertain whether the above-mentioned criticisms of détente

and United States technology transfer policy are valid.
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CHAPTER VI
COMPUTER TECHNOLOGY TRANSFER

Of all the technology transfers made by the United States
to the Soviet Union, computer technology transfers have been the most
significant. Computer technology is critical to the preservation of
the United States strategic lead time advantage over the Soviet Union.
As Dr. William J. Perry emphasizes,

Technology controls are especially important, since the primary
advantage that the United States has in its military competi-
tion with the Soviet Union is the superior technology which
resides in our industry. In fields which are of crucial
importance to our military capability--computers, microelec-
tronics, advanced composite materials and jet engines--we

are more than five years ahead of the Soviets.l

Computers not only have direct military utility, but also
utility in a broad range of industrial applications. This has poten-
tial ‘national security significance if United States computer exports
can be used to more easily enable Moscow to meet its industrial-
‘|'economic objectives.

This chapter will analyze United States computer technology
exports to the Soviet Union to determine: (1) whether such transfers
have been diverted for military end-uses; and (2) the extent to which

United States computer technology transfers have contributed to the
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development of the Soviet industrial base. First, however, it will
be necessary to give a general overview of the dual-use applications

of computers toward performing military tasks.

The Military Uses of Computers

Computers have had a substantial impact in recent years on
the performance of military systems. In terms of cost and size, data
processing technologies have progressed to such an extent that in less
than twenty years, data processing add time, multiplication time, and
weight have all decreased.2 This has made computers both smaller and
more affordable.

The United States military is highly dependent upon the use
of data processing and computer technologies to perform basic missions
and improve defense decision making. In 1975, the RAND €orporation
undertook. a series of studies addressing the relationship of computers
to strategic advantage. The RAND studies emphasized that both the
United States and the Soviet Union use computer technologies in com-
mand, communications and control (C3),,ba1listic missile defense,
satellite surveillance (important in arms control verification), and
in terminal guidance for ICBMs and ABMS.3 Computers serve to accel-
erate the qualitative growth in. strategic weaponry--and‘are of
inestimable value in reducing costs, the time allotted to weapons
system development and maintenance, and also qua]ity_contro].4

Computer technology is an area in which both the United States and the
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Soviet Union competes in an effort to shift the strategic technological
balance to its favor.

Qomputers also are of critical importance in 1asers, avionics,
and nucleonics, and also have important weapons-related functions.
Computers are now being used in a broad cross-section of missiles,
tanks, helicopters, aircraft and submarines, as well as strategic
systems.5

Perhaps the most critical use of computers is 1h the
strategic and command and control areas. The entire U.S. Ballistic
Early Warning systems (BMEWS) consist of radars, sensors, and computers
in Alaska, Eng1and, and Greenland, that help to detect if a nuclear
attack has been launched against the United States. United States
digital computers are used in United States military communications
satellites to discriminate asuto.the exact location from which an
attack was Taunched.6 Computers are an integral element of United
States preparations to retain firm control of the execution of retalia-
tory strike options after such an attack. If they were ever com-
promised or neutralized, it would be exceedingly difficult for United
States planners to select the proper retaliatory option. As former
Deputy Undersecretary of Defense Daniel. J. Murphy stated:

. computers . . . are needed to help us with the assess-
ment, and we must provide for the survival of the President

and the National Command Authority, and his ability to assert
preferences and to assure acceptable termination of the war.’/
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Programs.using computer technology include:
1. Defense Satellite Communicatiohs‘System
2. Satellite Data System
3. Defense Meteorological Satellite Program
4. 'Defense Support Program
5. Air Force Satellite Communications System (AFSATCOM)
6. The Airborne Command Post
7. TACAMO Program

8. The Space Shuttle

Moreover, the U.S. Worldwide Military Command and Control

System (WWMCCS) and the National Military Command Center (NMCC) both
have computer data bases and automated information systems.8 The
WWCMMS (pronounced Wimex) system uses Honeywell Information Systems
data processing technology that was created to provide the President
and the Secretary of Defense with a means to receive both warning and
intelligence information.

By the 1éte 1970s, the United States began to use digital
transmission technology in most of its 03 systems. -This was done to
simplify the encryption of messages being transmitted and to ease
data-hand]ing prob]ems.9 The U.S. Ballistic Missile Defense (BMD)
Advanced Technology Program is currently researching the use of data
processing to improve the processing of long-wave infrared sensor data
to eﬁhance the interception capabilities of optical homing devices.
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The BMD Systems Technology Program has evaluated the use of advanced
digital signal processing for possible assimilation gnd deployment
into an actual ballistic missile defense System.1

The Apollo spage.program‘has depended upon‘the use of
computers in the booster, spacecraft, lunar module, and launch site.11
Many of the technologies used in the space program are directly
applicable to both the ICBM and the'satellite p'rograms.12

The Defense ‘Advanced Research Projects Agency (DARPA) has a
computer network that, according to computer technology expert Miles
Costick, "uses over 40 disparate computer systems that are connected
by landline, radio and sate]h‘te‘communications~h‘nks."13

The United States Air Force is using computers to solve
mi]itaryrrelated problems. Computers are being used by the Air Force
.to run parqmetric analyses to measure the cost-effectiveness of an
éircraft's avionics system, and also to study mission performance
characteristics, target acquisition, weapons delivery and aircraft
survivabi]ity.l4 The Air Force is curreht]y having the B52 G and H
bombers' avionics system upgraded through the use of two IBM 64,000
memory digital processors, dual Honeywell AN/ASN-136 standard precision
navigation/gimbaled electrostatic navigation systems and Lear/Siegler
altitude and heading reference systems.15

The Soviet Union has an extensive, but relatively unsophis-

ticated C3 system. They do have MOLNIYA communications sate11ites,
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airborne military command posts. and a central]y-tontro]]éd tele-
communications system designed to serve Soviet defense communications
requirements, as well as a Unified Communications System (UCS) con-
gisting of "extensive networks of.cables and open-wire lines, radio-
delay links, radio communications stations and communications

16 The Soviet UCS program puts heavy emphasis on redun-

satellites."
dancy, hardening and alternate command posts, thus enabling the Soviet
Ministry of Defense to retain contact with and access to "Soviet
military and civilian officials throughout the country."17 Also,
the USSR has launched COSMOS satellites which perform distinctly
military functions. Some of the functions include reconnaissance,
satellite surveillance and navigation aid.lg‘

The USSR first conducted MIRV tests for its ICBMs in 1973.
To do so, it had to have general purpose computers to back up its MIRV
program.19 Whether the computers it used were of American make 1is
not known.

COCOM nations have .increasingly become concerned with the
Soviet application of computer technology to military affairs. Soviet
"military cybernetics" concentrate on using computer and data process-
ing technology in "troop control, battlefield intelligence and commu-
nications functions."20

No matter what charges and countercharges are made concerning

the extent of the contribution of United States technology, two points
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are clear: first, the United States and the USSR.ate increasingly
dependent upon computers for the conduct of their defense policy; and
second, the computer technology gap between the United States and the
Soviet Union 1svgreat,'in terms of both quantity and quality. It is
to this second aspect of United States-Soviet computer technology

transfer that we now turn.

The COmpﬁter Techno]ogy Gap

There is substantial evidence available from both primary

) and secondary sources to support the general observation that the
Soviet Union is behind the United States in computer and data process-
ing technology. Nearly all of the modern commercial computers were
first manufactured and -used for business purposes in the United States.
Table 8 indicates the extent to which United States technology domi-
nated the computer field during the 1950s and.1960s.

The United States world 1éadership in computers continued
into the 1970s. The United States domination of the international
computer market was the subject of a Japanese White Paper on computer
technology in 1972.21 J. Fred Bucy argues that the United States
electronics industryvhas "aggressively pursued'participation in world
markets" for fwo decades.22 Although most of the high-technology

companies do protect their technology by "guarding against its release

‘to third parties," Bucy contends that, unavoidably, some do sell it
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Table 8

First Commercial Use of Computers

Computer | Country ,Year Firm

1st Elecfronic u.sS. 1951 Remington Rand
Internally Stored Program u.s.. 1951 Remington Rand
Associative Memory Cone u.S. 1965 IBM
Microgramming u.S. 1948 IBM, U.S. Navy
1st Compiler u.s. 1951 Remington Rand
Fortran Language u.s. 1954 IBM
High Speed Drum Printer France 1954 Bull

Ferrite Memory Cone u.s. 1956 IBM, Rémington
Transistorized Computers: u.s. 1958 Phi]cgfndIBM, GE
Multiprogramming u.s. 1960 Honeywell

COBOL Language u.s. 1960 DOD
Time Sharing u.s. 1966 GE, IBM, Control

Data

Source: Organization for Economic Cooperation and Development,
Electronic Computers: Gaps in Technology (Paris: OECD
Report, 1969), p. 61. - ' '
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Jjust 1ike any other commodity. This is important, for although
computer technology is highly advanced in the Wést, not all technolo-
|gies are comparab]e'to.United'States,techno]ogy,. Indeed, former
National Security Council member Samuel P. Huntington (now a Harvard
Government professor) believes that the United States has "a.Virtua1
monopoly" on computer technology that generally undermines the foreign
availability rationale for exporting advanced computers to contro]led
counth‘es.23

The divergence in computer technology is particularly wide
between the United States and the Soviet Union. The failure of the
USSR to indigenously. develop a sophisticated computer industry has been
the subject of numerous academic and professional studies over the
past decade.

‘In 1970, Richard W. Judy argued that nearly all of Soviet
computer technology was of Western origin.  Judy maintained that the
Soviet economic structure lacked the organization,rmonetary incentive,
and consumer demand necessary for the development of an efficient
computer 1'ndustry.24

In his third volume on Western Technology and Soviet Economic

Development, Antony C. Sutton directed attention toward the Soviet

Union's engineering capabilities. Sutton contended that Soviet
automation and control engineering was backward--so backward, in fact,

that he stated it "raised serious questions concerning the origins of
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Soviet military computers and contro]'mechanisms."25

Nicholas Wade, another noteworthy Soviet computer analyst,
|stated in 1974 that the United States lead over the Soviet Union in
computer technology is estimated at from five to ten years.26 A
major Soviet impediment was said to be an inabiTity to miniaturize
components to the level of sophistication needed for integration into
military systems.

The United States lead in micro-computers, high-speed
computers, and random and access memory systems was considered to be
especially large by the RAND Corporation in 1975. RAND also estimated
that United States computer "lead-time" over the USSR was approximately
five years.27 RAND noted that a major reason for the Soviet lag
behind the United States was an inability to match the United States
in the development of computer software. This Soviet deficiency was
also stated to be a major impediment to Moscow's development of 03
system comparable to that of the United States.28

Computer software, or. the programming language the cqmputer
uses, can be strategic, for it “can directly impact the infrastructure
for sqpporting design and manufacturing capabilities of strategic
weapons systems."29 To keep the software technology gap from closing,
the U.St Strategic Air Command re-wrote close to 95 percent of the

software brograms that were delivered to it for its command and control

system? and the Defense Departmeﬁt‘began a program to provide itself
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with its own programming 1a_nguage.30

Technology transfer expertuDr;.Mi]es Costick, however, argued
in 1977 that the actual gap may‘have‘been'much wider than just five
years. Stating that poor engineering, quality control, and economic
incentives'allﬁdiscouraged indigenous Soviet computer development,
Costick maintained that the Soviet were behind from ten to twelve
years in hardware, six to fifteen years in softwaré-depending upon the
area--and eight to ten years in integrated circuits.31 Costick has
recounted how the Soviet RYAD series computers closely resemble the
IBM-360 computer (reportedly stolen by Soviet agents at an IBM plant
in West Germany), and how nearly 80 percent of United States computers
are fourth generation computers, while approximately 80 percent of
Soviet computers are of the first or secondvgeneration.32

Most recently, Kenneth Tasky, a research analyst for the
Central Intelligence Agency, has produced an excellent professional
article outlining the across-the-board Soviet dependence upon the West
for sophisticated computer technology. that has forced Moscow to
import.33

Tasky noted that although only 4 percent of all Soviet
computers come from the West, the impact that these imports have on
Soviet data processing capabi1ities is incalculable. Tasky believes
that without Western computer manufacturing technology, Soviet state-
of-the-art will lag "signffiCant]y_behind” that of the West in the

19805.34 154




The United States has been the major supplier of computers
to the USSR, having sold 61 percent of all computer systems, 42 percent

of large computers and 65 percent of all mini computers, as outlined

in Table 9.
Table 9
Computer Shipments to the USSR
(1972-77) ‘
u.s. Other Total Percentage
Large 19 26 45 42%
Mini 450 271 721 65
Total 469 297 766 61

Source: Kenneth Tasky, "Soviet Technology Gap and Dependence on the
West: The Case of Computers,".in U.S. Congress, Joint
Economic. Committee, Soviet Economy in a Time of Change,
A Compendium of Papers submitted to the Joint Committee, vol.
1, October 10, 1979 (Washingten, D.C.: GPO, 1979), p..519.

Tasky shows that if anything, the United States-Soviet
computer productioh_gap has widened from 1974 to 1977. As of 1974,
the Soviet had 12,500 commercial digital computers; the United States
had 207,000, for a United States lead of over 16 to 1. By 1977, the

USSR had 20,000 computers, and the United States. had 325,000-—a150 a
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16 to 1 ratio--but the total production increase in the United States
lead in 1977, as compared .to 1974, was over 110;000.35 Tasky notes,
as did Costick, that the RYAD general purpose computers were based on

the IBM—360 series design. He also states that in 1967, Moscow
decided to start the program for the RYAD computers by making it
compatible with-IBM.software. The Soviet-softwafe problem, whether
for-large or small computers, wasiso.acute that it had to rely on the
application of Western software to program its own RYAD series
computers. Tasky confirms that for general purpose computers, the
Soviets ran into data processing, engineering, cost and software
problems, due to their reliance upon scientific computers (which
process numbers). The new Soviet RYAD-2 computer is also said to be
designed to incorporate "many of the features of the IBM Series 370."36
The implications of the RYAD computers go far beyond just Soviet
technology, however, for they are jointly deve]oped}by all eastern
bloc nations. |

The Soviet Union first became concerned over the state of

its computer industry in the middle 1960s. The Twenty-third Communist
Party Congress of the Soviet Union approved a five-year plan for
1966-1970 was the first official instance in which this pfob]em was
r‘ec_ogm'zed.37 By 1969, it was increasingly evident to the USSR that

multilateral cooperation between itself and its bloc allies was needed

in the area of computer technology. .In that year, Moscow sighed a
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number of agreements with its bloc allies in Eastern Europe "for the
development and production of a new line of computers to be known as
RYAD, the Russian word for series." According to\cOmputer expert
H. Eugene Douglas, RYAD cooperation is "administered through the
Intergovernmental Commission of Collaboration of Socialist Countries
in the Area of Computer Techno]ogy.“38

This organizational structure makes it extremely likely that
Moscow, through multilateral agreements, can gain access to Western

computer technology applicable to RYAD through its own bloc allies.

Western Computer Imports

The Soviet Union first began to acquire American computers
following World War II. IBM, RCA and General. Electric were the
primary United States sources for the USSR. GE and RCA also fre-
quently sold computers to Moscow through their foreign subsidiaries.
However, the dollar value of United States computer exports to the
Soviet Union remained relatively small until 1967, when the total
volume of United-States sales to the USSR passed the $;}million level
for the first timé.39

Soviet computeﬁ production also faced two other problems,
both related to integrated-circuity. "It could not produce high-speed

circuits for its large models or miniaturized circuits for its smaller

computers. This, combined with problems in computer installation and
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maintenance and a shortage of computer technicians, will all function
to keep the Soviet Union dependent upon the purchase of Western-made
computers.
Until 1970, there were only some $20 million worth of
Western computer exports transferred to the USSR.40 However, with
the liberalization of United States export control policy in 1969, and
the subsequent loosening of the COCOM strategic embargo, the amount
of computer exports to the USSR increased dramatically. The total
of COCOM-approved exception requests for computers rose from 23 percent
in 1971 to 66 percent in 1974.41 In fact, the dollar value of COCOM-
apprdved computer exception requests rose nearly sixfold over that
period (from $21 million to $120 million) and eightfold from 1971 to
1977 ($21 million to $168 mi]]ion).42 The primary reason for the
Tiberalization was not foreign availability. Rather, as the Office
of Technology Assessment report confirms,
. since the early 1970s the United States has emerged as

the major source of COCOM exception requests. One reason

for this may be in the substantial worldwide technological

lead the United States has in computers: computers and

computer-related technology are among the most frequent

entries on the COCOM embargoed list, and the United States is

a preferred or sole supplier [emphasis added] of many of these

items. United States firms.have therefore more often had

the occasion to seek exceptions. for these 1tems than have
firms of other countries.43

As Table 10 (taken ffom the Tasky artic]e) indicates, the
United States has been the prime supplier of computer technology to

the Soviet Union, selling nearly one-half of all computers and close
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to 63 percent of all computer spare parts.

Table 10

Soviet Computer Imports, 1972-77
(in 000 US$)

West United

u.sS. France Germany- Japan . Kingdom Total
Large 47,562 22,522 19,217 6,381 2,480 98,567
Mini 52,780 271 17,947 6,001 23,399 102,120
Peripheral 9,818 3,092 3,418 8386 10,923 28,988
Spare parts 9,675 730 572 e 4,286 15,263
‘Total 119,835 - 27,316 41,153 23,268 41,088 245,028
Source: Kenneth Tasky, "Soviet Technology Gap and Dependence on the

West: The Case of the Computers," in U.S. Congress, Joint

-Economic Committee, Soviet Economy in a Time of Change,

A Compendium of Papers submitted to the Joint Economic Com-
mittee, vol. 1, October 10, ‘1979 {(Washington, D.C.: GPO,
1979), p. 516.

Even more interesting, however, is an analysis of the per-

centage of COCOM computer sales to the Soviet Union and Eastern Europe

that were exception request exports. Table 11, compiled from both

OTA data on the dollar value COCOM-approved exception requests, and

Tasky's data on the dollar value of Soviet and East European computer
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equipment imports from the West, shows that a high correlation exists
between the increase in Soviet computer imports and the liberalization-

of the strategic embargo.

Table 11

Soviet and East European Computer Equipment Imports from
the West versus COCOM-Approved Computer Exception
Requests, 1972-77

(In millions of USSY)

Year COCOM-Approved Requests USSR-E. Europe Imports
1972 $§ 66.0 $ 79.0 (27.2)
1973 80.0 91.8 (19.3)
1974 120.0 119.4 (22.5)
1975 147.0 212.6 (63.9)
1976 123.0 135.7 (49.0)
1977 168.0 (172.2) (63.1)

Source: Kenneth Tasky, "Soviet Technology Gap and Dependence on the
West," p. 517; and OTA, Technology and East-West Trade
(Washington, D.C.: OTA, October 1979), p. 159.

Note: Figures in parentheses refer to total dollar value of Soviet
computer equipment imports
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Although not all Soviet imports from the West need to be
COCOM approved (the USSR could obtain computers from Sweden or
Switzerland, who are not COCOM members), the general thrust of this
comparison tends to support the proposition that the liberalization
of the strategic embargo directly led to Soviet purchases of more
high-technology computers; and therefore, substantiates the point that
the USSR is dependent upon high-technology computers from the West.
For the vast majority of Soviet bloc computer purchases were for
COCOM-~excepted computers--ones which has previously been embargoed
(i.e., $66.0 of $79.0 million of purchases in 1972, etc.).

Two other important aspects of East-West computer trade also
need to be addressed here. While the Soviet volume of purchases
itself is relatively small ($245 million from 1972 to 1977), the
United Statesigtill has the major share of the Soviet market. This
‘does show that the USSR desires United States technology above all
others. Secondly, as Kenneth Tasky has documented, we really do not
| know where the computers we export to the USSR are going; rather, we
only have a broad general knowledge as to the industrial sectors in
which they are to be used. This will become of importance in the
next section of this chapter on diversion of computers for military
end-uses. However, even then, as Tasky has shown, the vast majority
of Soviet computer imports are being used in the industrial processes

and R&D.44 0f the 721 mini-computers identified as having been
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exported to the USSR; 45 percent (323) are reportedly being used in
R&D and 30 percent (218) for industrial end-uses.

As Table 12 indicates, the sector distribution of Soviet
computer imports is heavily weighted,toward the automotive industry
in the industrial area, and science in the R&D area. Moreover, the
science area includes such potentially significant military activities
as app]ied physics, space research and atomic engrgy.45

Three of the most important United States computers that
have been sold to the USSR include the Univac 1106 to the Soviet
Ministry of Aviation; the IBM 370/145 to the Soviet Travel Bureau In-
tourist; and the Control Data Corporatjon Cyber 73 to the Soviet
Institute of Geophysical Exploration. Each of these computers con-
tained highly sophisticated software packages. The Tasky study for
the CIA documented that the Univac 1106, IBM 370/145, and CDC-Cyber 73
computers contained sophisticated software packages needed by the USSR.
Taskx noted that civilian-purpose computers “can produce results that
have spi]]OVéf in military areas,".éibeit 1ndirect. The Swedes have
sd]d the USSR air traffic control technology that can control and
monitor internal and external memory. Indeed, Tasky went so far as
to say that computer scheduling systems used by Aeroflot can raise the
level of expertise of military specialists involved in command and

control, and 1ogistics.46

United States computer transfers, therefore, can risk the
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Table 12

USSR Distribution of Computer Imports by Major
End-Use Sector

(In percentages)

Sector ~ R8D Industrial Economic Total
Automotive 5% 50% 10%. 20%
Science 40 2 4 19
Chemical 13 6 8 10
Bio-Med 11 1 16 10
Metals/Minerals- 9 10 8 9
Government 4 1 23 8
Light Industry 2 15 8 8
Machinery 8 8 2 6
Electronics 3 5 8 5
Trade 2 1 7 3
Other 2 1 5 1
Construction 1 - 1 1

Source: Kenneth Tasky, "Soviet Technology Gap and Dependence on the
West: The Case of Computers," p. 510.

163




national security by both (1) allowing the USSR to escape expensive,
and perhaps prohibitive R&D; and (2) increasing the risk of the
potential military diversion of computers, to the detriment of United
States security.

United States computer technology will become even more
sophisticated during the 1980s. With this fact in mind, it should
be evident that a paramount United States export control objective
should be the prevention of further leakage of United States computer
technology to the Soviets. Dr. William J. Perry, Undersecretary of
Defense for Research and Engineering, has already acknowledged that
COCOM has been ineffective in preventing leakage of Western computer
technology to the USSR.47 The high frequency of exception requests
can be pointed to as a major contributing factor to this situation.
Moreover, cases do exist where United States computer and microcircuit
technology has been sold without either the submission of an export
ITicense application or proper COCOM approval.48 The United States
will have to make a decision in the 1980s as to whether or not com-
puter technology should continue to be transferred to the Soviet bloc
in the 1arge:quantities that it has in the 1970s.

It is a well-known fact that the Soviet economy will enter
into a period of slower economic growth in the 19805.49 Admiral

Stansfield Turner testified before the Joint Economic Committee in

1977 that CIA projections of Soviet productivity, age distribution of
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the working population, and crude oi]Qrefining problems will all serve
to restrict Soviet economic growth during the 19805.50
Therefore, from a perspective of contributing to an easiné

of the economic burden on Soviet industry, large-scale computer tech-
nology transfers to the USSR in the coming decade could be of paramount
importance toward alleviating Moscow of reallocating Soyiet resources
toward the research and development of computer.technb]ogy. Indeed,
as H. Eugene Douglas, Director of International Trade and Government
Affairs of the Memorex Corporation, has acknowledged,

The prob]ems‘which plague Soviet industry in general are

serious and highly visible in the computer sector because of

its potential role in increasing the technological develop-

ment of other industries and.its promised contributions to

improving the operation of the Soviet economy as a whole.5l

United States export control policy has not sufficiently

accounted for the impact that computer transfers have had on the over-
all development of Soviet industry, the diversion of Soviet resources
from the civilian to the mi]itary sector, and the overwhelming Soviet
sector reliance upon Western computer imports (especially the indus-
trial automotive and scientific sectors). Traditionally, the general
United States policy toward the sale of computer designs and hardware
has been to avoid transfers that could be used for other than economic
or managerial pr-ob1ems.52 This policy is supposed to exclude the
sale of computer systems with "many memory cores, machine tools that

could fabricate nuclear weapons, and laser devices that could have

strategic uses."53 165




From September 1, 1977 to August 31, 1978, 43 percent of all
computer technology and product-related export ‘license applications
had to be reviewed by the Department of Defense.54 ‘However, many of
the computers eventually are transferred,in any event, through the

waiver and exception request processes.

Diversion

How will the Soviet use these computers? According to CIA
expert Tasky, we can only identify in broad terms how the USSR is
1going to use a particular computer. For example, almost half of
Soviet mini-computers are used in research and development--however,
the possibility for diversion for use in military research and develop-
ment is a genuine concérn.55

Similar concerns have been cogently articulated by numerous
Defense Intelligence Agency, Central Intelligence Agency, and Defense
Department witnesses during hearings held by the Research and Deye]op-
ment Subcommittee of the House Armed Services. Committee in 1979.
Although some supporters of United States-Soviet trade in computer
technology argue that computers can be programmed to‘monitor-their
output to detect diversions, and also can be monitored by on-site
inspection by company representatives;56 these'séfeguards can never
be absolute. With the USSR being a closed society, one cannot

preclude the possibility that diversion has occurred without the
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United States knowing about it.- Moreovér,‘the testimony of the
government officials at the May 1979 research and development hearings
established that there is a considerable margin of United States
inability to detect diversion. Indeed, Dr. Miles Costick has
reported that Soviet dissident Anatoly Scharansky has stated he has
worked with United.States computers while he was in the Soviet

mi]itary.57

Computer Transfers

" The remgindef of this chapter will document the most impor-
tapt computer techno]ogy transfers that have been made to the USSR.
1t will assess‘both (1) their céntribution to Soviet industrial-
economic development, and the easing of the Soviet resource allocation
problem; and (2) the extent to which individual computer transfers may
have been harmful to United States national security by Soviet diver-
sion.  We will begin with the transfers made to the USSR by the

Control Data Corporation.

Control Data Transfers

The Control Data Corporation has been one of the key supplierg
of computer technology to the USSR. It has exported some‘fifty
scientific computers to the USSR, including the Cyber 73, the Cyber
172, and 100-megabit disk memory units.58 Both the Defense Department

land ERDA objected to these transfers.‘59 Control Data also entered
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into a joint venture with Romania in 1973 involving the transfer of
manufacturing computer peripheral eqUipment.60‘ Control Data has
sponsofed a number of computer seminars for the Soviet Union in the
Unitéd States during the 19705--most.primari1y dealing with‘computer
‘| process contr01.61 At thése seminars, Soviet officials described

| their own hardware deSigns, development and planning of compﬁter, and
data information systems, and a new computer system for a steel mill
complex and po]yéthe]éne plant.  Control Data officials found that
Soviet computer technology was very low compared to the tasks it
wished its computers to achieve.

O0f the major CDC technology transfers to Moscow, the Cyber
73 sale appears to be the most questionable. The Cyber 73 computer
has been used by the United States for anti-submarine warfare and'radar
'research and deve]opmen't.62 This sale was promoted by then Secretary
of State Henry Kissinger in spite of protests by both the Department
of Defense and the Energy Research and Development Agency.

In October of 1979, Secretary. of Defense Harold Brown dis-
approved the sale of $1.3 million worth of computer processing equip-
ment to the USSR to upgrade the Cyber 73's computing‘capabi]ities.
The Cyber 73 had been sold to the Soviet Ministry of Geology in 1976.
In 1978, Control Data applied for a license to export data processing
equipment to the Soviet Union to increase the Cyber 73's rating

capacity from 28 to 49. The equipment would have added an expanded
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memory core to Cyber 73 equipment already in operation at Naro-
Forminsk. Previously, the United States refused to sell Soviet bloc
nations computers with a processing rating higher than 32--although
exceptions reportedly have been made. But in the spring of 1979, a
Defense Department staff group objected to the Control Data license
request.63

In September 1979, Secretary Brown told the Commerce Depart-
ment that the sale of this particular equipment could "help improve
their (Soviet) submarine detection capabi]ity.“64

The entire issue of Soviet use of the Cyber 73 is reportedly
under dispute in the Pentagon. A prime concern is that the computer
is located "in an area that contains a large Soviet radar site and a
laser-research 1aboratory."65

The United States nearly allowed Control Data to sell the
USSR the ever-more powerful Cyber 76 in 1977. This computer, which
processes 40 million operations per second, waS'over‘40 times faster
than any Soviet computer, and was being used by the DOD, the Air
Force, the National Security Agency and the National Aeronautics and

Space Administration (_NAS/A).66

The USSR's official end-use applica-
tion for the Cyber 76 was for weather prediction,67 something that
has potential military app1ications,in any event, considering the fact

that the United States has a defense meteorological satellite program.

However, the critical military applications of the Cyber 76 are for
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"directing networks of air defenses, locating submarines and
deciphering cryptic communicatfons.“68‘ It has also been described as
“"the mainstay of the United States nuclear weapons desjgn laboratories
and is heavily used in ballistic missile defense research and aero-
space system design."69

Perhaps the best description of the Cyber 76's potential was

made by Stanley J. Marcuss, the then Deputy Assistant Secretary for
Domestic Affairs:

. the Cyber 76 has potential military as well as peaceful
uses. It is one of the most powerful commercially available
computers in the world today. It has performance capabili-
ties in excess of any computer.that has ever been licensed
for export to any restricted destination. It is particularly
useful 1in such areas as nuclear weapons design . . . [and]
missile tracking. e

Certainly, given such strong admonishments against the sale

of the Cyber 76 that were elicited from the Commerce Department in
opposition to granting Control Data an export license application to
sell it, future computer exports of a similar capacity should not be
permitted. If the Cyber 76 had potential military applications such
as those mentioned here, the United States would risk a marked

degradation of the United States advantage in the computer technology

relevant to strategic systems.

The Univac Cases

United States policy toward the sale of Sperry-Rand/Univac

computers has been haphazard and lacking in clear policy guidance.
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Unfortunatejy, this policy failure has contributed to a most disturb-
ing possibility: that Univac computers are being diverted to upgrade
the capabilities of Soviet strategic bombers.

During the first years of the Carter Administration, the
United States granted an export license to Sperry Rand to sell a
$10 million Univac reservations system to Aerof]ot, the Soviet national
airTines.71 In 1978, however, the Administration refused to allow
Sperry Rand to sell data processing equipment to TASS, in response to
the Soviet trials of dissidents Anatoly Scharansky and Alexandr
Ginzburg.72

While human rights and foreign policy considerations appear
to have dominated the final decision on the refusal to sell to TASS,
the Aeroflot sale apparently did not have sufficient national security
considerations taken into account when the licensing decision was made.
CIA research analyst Kennéth Tasky noted that the computer scheduling
systems used by Aeroflot, which by now incorporates the Univac system,
"can raise the level of expertise of military specialists involved in
command and control and 1ogistics;"73 Such indirect military impli-
cations certainly should have been considered when the Univac/Aeroflot
licensing decision was made.

However, recently, a case has arisen which points to the
possibility that another Univac computer (the 1100) is being used for

direct military purposes. In early 1979, the Carter Administration
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revised its position on the sale of a Sperry Univac computer based
upon the technical advice that it was ﬁno longer a national security
concer-n."74 The Spérry—Rand application was submitted to COCOM,

| granted, and the Univac 1100 computer was sold to the USSR.

However, in late 1979, reports emanating from United States
diplomatic sources in Moscow indicated that the Univac 1100 computer
may be being diverted for use in the production of the Soviet Backfire
bomber. Presidential National Security Advisor Zbigniew Brzezinski
thereupon asked the Commerce and State Departments to "check allega-
tions that a Sperry-Rand Univac 1100 computer is being used for stress
analysis in Soviet aircraft designs, including the Backfire bomber."75

The prime reason for concern over the possible diversion of
the 1100 computer was, once again, that the Soviet institute to which
it was sold (State Institute for Design and Research in Synthetic
Rubber) is very close to a Tupolev factory that produces the Backfire
bomber.  Subsequent to the Univac allegation, Brzezinski okdered
investigations into Soviet diversions of all United States computer
exports for military pur‘poses.76

Government officials are particularly concerned‘about the
potential for diversion of the 1100 computers stress analysis program
--the AKSA.77 Although company officials contend that the computer
probably cannot "perform three dimensional differential eqqations

needed for stress analysis for an aircraft wing" for the Backfire--
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they still admit it could be diverted for brief periods of time;78

However, as MartinA. Goetz, Senior Vice President of_AppTied Data
Research Corporation of Princeton, New Jersey, has 1ndicatéd, that is
not the critical point. Goetz's comment on the Univac 110/10c
problem is illustrative of the fact the diversions of computer time
cannot be prohibited, even through the Univac 1100/10c is a slower
version compared to today's computers:

STowing it down just means the problem takes longer to solve.

People have been running programs like these for the past

20 years on much less sophisticated computers.’9

Clearly, the sale of the Univac computer to the USSR consti-

tuted an unacceptab]e.riSk-—one that has caused the United States

national security bureaucracy to inquire into allegations of diver-

sions.

IBM Series
Dr. Jack Vorona, the Assistant Vice-Director for Scientific

and Technical Affairs of the Defense Intelligence Agency, testified
in November 1979 that the IBM 360 and 370 computers have now become
"the cornerstone of the Soviet/Warsaw Pact development of the RYAD I
and RYAD II computers.”80 Although some IBM 360 and 370 computers
reportedly were illegally diverted to the USSR from an unidentified
free world firm in West Germany, under the influence of Dr. Henry
Kissinger the United States did allow. IBM to sell 350 and 360 class

computers through exception requests.81 IBM 370/145, 370/155 and
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370/158 fourth-generation computers were sold to the USSR as well.
Kissinger's role in enabling IBM to sell fourth-generation data
processing machines to the USSR has been well documented.82 RYAD II,
which is based upon IBM 370 technology, is reported‘to have "micro-
circuitry which is far beyond their (Soviet) capacity to produce in
the kinds of quantities they need.“83 Dr. Mi]es Costick, Director
of the Institute on Strategic Trade, wrote in 1977 that the IBM and
CDC exports to the USSR "will enhance Soviet strategic capabilities
across the board."84

However, the IBM sale that has aroused the most interest was
the 1975 sale of a $10 million computer to be used at the foundry of
the Soviet Kama River Truck P]ant.85 Kama River uses one IBM 370/158
computer and ten IBM System / computers. .The IBM 370/158's chief
advantage to the USSR is that it has a high processing rate and large
capacity internal and peripheral memory; the System 7 computer's major
contribution is in software packaging for monitoring production,
contro]iing plant - operations and inventory repor‘ti_ng.86

The subsequent chapter, which will comprehensiye]y deal with
the United States transfer of technology to Kama River, will discuss
the importance of the plant to the Soviet production of military
vehicles and engines for those vehicles.. From tHe perspective of the
IBM computer, however, the fact that the plant has been used for

military end-uses is of major significance, for the export licenses

174




for these computers contained special conditions requiring that the
computers be used for commercia1 and industrial purposes on]y.87

Moreover, in 1975, one member of COCOM inquired of the
United States as to whether these computers would be assUred‘against
diversion. According to Lawrence J. Brady, former Acting Director
of the Office of Export Administration, the United States replied to
that inquiry by issuing a classified COCOM cable precisely assuring
that that would be the case.88 This cable was transmitted to COCOM
by the Department of State.

Also,former Secretary of State Kissinger sent a letter to
OECD assuring that United States made computers "would not be involved
in the production of military vehicles at-KamaRiver."89

As for the impact that these computers have had on Soviet
military and civilian truck production at Kama, CIA analyst-: Tasky

has emphasized that

. the highly integrated system of computers for delivery
to the Kama foundry will enable the Soviets to produce cast-
ings for 250,000 diesel engines. a year by 1985, in support of
150,000 trucks to be produced at Kama and other. plants. Kama
truck output, at maximum capacity, will increase total Soviet
truck production by about 10 percent. Hence, Western computers
at Kama may have provided a necessary (though not sufficient)
condition. for increasing Soviet truck output by 10 percent by
1985, which may be 5 to 10 years sooner than otherwise would
have been possible. Since many of the trucks almost certainly
will be used by both military and civilian organizations, the
Sovietsgain militarily as well as economic benefits from the
purchase of these computers.90
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Tasky also noted that the Soviet use of United States
computers at Kama River "aided in reducing the time required to achieve
a given level of output by five years."91

After the Soviet invasion of Afghanistan, the Carter
Administration's technology embargo halted the shipment of all IBM
computer spare parts to the computér at Kama R1'ver.92 Ironically,
the Commerce Department fought efforts by the National Security
Council to revoke these spare parts licenses--even though the military

implications of the computer to the plant are obvious.93

Integrated Circuits and Semi-Conductors

The hearings held by the House Armed Services Committee 1in
May 1979 revealed that the Soviet Union is gaining access to Western
integrated circuits that have military app]ications.g4 Integrated
circuits are used in pocket calculators and various other civilian
uses, but can also be used in the construction of "light-weight
computers to guide and control. intercontinental ballistic missﬂes."95
Semi-conductor technology is used to manufacture these circuits,
which are available in a wide range of civilian applications besides
digital watches, such as automotive solid-state ignition modules and
copy-machines.96

The United States has maintained a commodity control list

on semi-conductor technology, but its implementation has been far

from effective. This is of tremendous importance for United States
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national security, for Large-Scale Integrated (LSI) circuits are
expected to have according to J. Fred Bucy, fa.profound impact on
electronics for weapons systems of the 1980s and beyond."97 LSI
-technology, digital teéhno]ogy, microprocessors, silicon chips, will
all be of great significance to. the military in the 1980s; especially
for information management, computation of mathematicaT soTutiqns and
other functions that could help military combat operations.98
LSI/VLSI technology will remain controlled when the military-critical
technologies Tist'is made operational on October 1, 1980.  These
items can be used in "missile guidance aircraft fighter and fire-
control systems, giving computer-like control while contributing
miniscule weight, bulk and electrical drain."99

The May 1979 House Research and Development Subcommittee
hearings revealed that United States integrated circuits were trans-
ferred to the USSR for use at Moscow's Vnukovo Airport--which has
an air traffic control center--which when diverted for use at air
defense centers have direct military spr]over.lOO

Chairman Richard Ichord also reportedly received a report
indicating that Moscow "may have obtained a copy of the U.S. INTEL
2107 B4K. Random Access Memory Integrated Circuit," which could have

military applications. Earlier in 1979, Philip J. Klass of Aviation

Week and Space Technology reported that a technical analysis of Soviet

microcircuit technology by the Control Data Corporation showed that
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tﬁe USSR was producing the 4K (4,096 bit) and 16K (16,384 bit) random
access memory. devices and two other support devices--"a control memory
and peripheral controller"--which were in ceramic packages with "a
brazed metal cover'--which showed that these devices could "be
intended for military purpoSes."lOl The case for strict control of
United States integrated circuit technology cannot be made any
clearer, given the technical analysis of USSR microcircuit capabili-
ties and potential for military utilization.

In May 1979, Congressman C]arence Miller of Ohio raised
concerns over the outright sales ofturn-keyintegrated,circuit plants
to the'SovietvUnion.102 The history of such sales has been docu-
mented by Miles Costick. Three major turn-key integrated circuit
plants have been supplied to the USSR and its bloc allies:

1. Control Data--a turn-key manufacturing plant to manufacture

100-megabit disk .memory units (to the USSR)

2. MWestinghouse--sale of a turn-key plant to Poland to enable it to

build a semi-conductor rectifier plant

3. Fairchild Camera and Instrument Corp.--sale of a turn-key plant

to Poland to make a MOS, p-type semi-conductor microcircuit
manufacturing plant103
The Soviets first obtained United States semi-conductor

technology via a French consortium in 1974 when President Nixon

approved the sale to Poland of a turn-key plant to make integrated
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circuits. The technology transferred to Moscow in 1974 was of the

104 Avso, in 1975, the

same kind used py the Fairchild Corporation;
{ Office of Export Adminjstration fined and. put on probation "the
European affiliate of Fairchild and the Hewlett-Packard Company ($6,000
and 6-month. probation) for shipping strategic electronic test equipment
to controlled (Communist) nations without an export 1icense.“105
Another Fairchild affiliate, in West Germany, was fined $1,000 and put
on six-months probation for transferring "without approval" the model
1264 programmable transistor tester to Austria which was subsequently
re-transferred to the Soviet b]oc;106

The illegal transfer of United States semi-conductor tech-
nology has been a source of United States concern for years. The
most common method by which they are obtained is hard to determine.
However, the third country, re-transfer. problem is especially acute
for the United States when it involves neutral nations who are not
COCOM allies. Switzerland, Austria, and other neutrals are often
used as conduits for such re-transfers. The Soviet Union reportedly
concentrates on acquiring "production equipment, test instruments and
commercial components" from these sourc-es.107 According to Lewis
Solomon, Vice-President for General Instrument Marketing, semi-

conductors and production equipment "at the top of the restricted

Tist" has been sighted in the Soviet Un'ion.‘."-lo8
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Serpukhov’Case

One of the more interesting cases involving the transfer
of computer technology to the USSR considered to be potentially harmful
to national security is the Serpukhov Case.

In 1971, the United States refused to grant the Control Data
Corporation an export license to sell the Cyber 6600 computer to the
Soviet Union's Serpukhov Institute. Moscow then proceeded to ask
the International Computers and Tabulation, Limited, of the United
Kingdom, if it could purchase the ICC 1906 A computer, which was an
equivalent of the CDC 6600.109 This computer was far superior to
anything available to the USSR indigenously. In fact, technology
transfer expert Antony C. Sﬁkton maintains that "these machines are
certainly capable of utilization in solving military and Space
vprob1ems."110

COCOM agreed with this assessment, and refused a British
request to grant an exception and allow the sale to the Soviets.
Subséquent]y; British Prime Minister Edward Heath personally asked
President Nixon to reconsidér'thé-COCOM decision, which the United
States had been primarily responsible for. Nixon thereupon asked
the government. for separate opinions on the proposed Serpukhov
transfer.  The Department of Defense opposed the sale; while State

favored it.lll After this exchange of opinions, the British were

told by COCOM that they cou]d proceed with the sale. Five ICC 1906 A
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computers of the CDC 6600-type were eventually sold by this British

firm to the USSR.

Conclusion

In some cases United States computer technology exports to
the USSR must be considered to be detrimental to the nationa1'security
interests of the United States. They have been so for three basic
reasons:

1. Diversion has occurred, to the extent that the United

States cannot accurately detect diversion of computer time, the possi-

bility that undetected diversions will also occur must be considered

likely. This is an unacceptable national security risk. The Soviets

have diverted IBM computers for use at the Kama River truck plant.
The strong possibility exists that the Cyber 73 and Univac 1100/10c
computers are being diverted at the present time. Indeed, all of
the computers have software packages unobtainable in the USSR.
Computers used by Aeroflot and the Moscow airport have the potential
of improving the expertise of Soviet air defense specialists. Past
transfers by the United States and COCOM of IBM 350 and 360, and CDC
6600-type computers raise serious security questions as we11, since
these computers have been used in United States military-computer
operations. Moreover, given the extent to which military technology

has and will become computerized, the United States risks augmenting
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the relatively substandard Soviet military capability in this area,

particularly in command, communications, and control.

2. United States.computer”techno]ogy exports have been of

such magnitude as_to help fill important gaps in the Soviet economy.

This transfer has helped to free Soviet resources for use in the
military‘seCtor; It was established that indigenous Soviet computer
was generally considered to be backward by Western standards, and the
production gap will widen in the 1980s. Soviet computer agreements
with their Eastern bloc allies required that there be interbloc co-
operation on the development of the RYAD computer series. During thé
very time at which the COCOM strategic embargo on computers was being
loosened, Soviet imports. of high-technology computers increased--and
were particularly great in the automotive sector of Soviet industry
and in scientific research and development. To the extent to which
computer exports increase Soviet industrial production, and contribute
to the development of a broader Soviet defense-industrial base, they

are detrimental to United States national security.

3. Computer technology exports are difficult to judge from

a lead-time perspective. The United States hopes to retain at least

a five-year lead time advantage in computer technology over the USSR.
United States technology export controls are designed toward this
end. Yet, with computer technology bound to grow rapidly in the

1980s, the risks of transferring computer technology will increase,
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frbm a national security perspective. 'With the time between each

new computer development becoming shorter and shorter, the preserva-
tion of a five-year lead time edge into the 1980s may become more
difficult if the past policy of granting exceptions from the strategic
embargo is allowed to continue as it has in,recent‘years.

The United States, the prime party responsible for under-
mining this 1ist, must take action to reverse the policies of the
past and work with its COCOM allies more diligently to restrict the
outflow of these exports to the USSR. The time has come to re-
evaluate past policies, re-emphasize control over computer exports
having potential dual-use applications and re-evaluate the entire
approach of United States export control policy regarding the genuine

utility of computer exports to the Soviet defense-industrial base.
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CHAPTER VII

UNITED STATES-SOVIET TECHNOLOGY TRANSFER IN THE

AUTOMOTIVE INDUSTRY

One of the industries most directly related to the develop-
ment of a nation's military potential is its automotive industry.

The technologies necessary for the manufacture of civilian transport
vehicles are highly similar to those necessary for the development of
armored vehicles, military trucks, and tanks.1

The United Statgs has transferrea significant quantities of
automotive technologies to the Soviet Union since the late 1920s.

It has been“particuﬁariy generous in its outpouring of American tech-
nology to Moscow since the mﬁd;1960$, where transfers of both produc-
tion equipment, foundries, assembly lines and relevant computers have
contributed to the Soviet development of truck and automotive plants
at Togliatti, Kama River, and the Soviet ZIL truck plants.

If it can be proven that United States téchno]ogy transfers
to the USSR in the automotive area have contributed to the devé]opment
of Soviet military transport capabilities, as well as the development
of a Soviet industry that otherwise would have been backward without

it, then a strong case can be made that such transfers have been
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detrimental to the national security of the United States and the

collective interests of the West.

Historical Background

The United States first began to transfer significant
qﬁantities of production know-how and equipment in the automotive area
to the Soviets in the late 1920s and early 1930s. The Soviet GAZ ~
(Gorki) Motor Vehicle Plant was primarily constructed on the basis
of using Ford Motor technology. In the early 1930s, Ford and United.
States industrialist Albert Kahn provided Moscow with the technology
and plant designs needed to start up the GAZ Motor Vehicle P]ant.2
This plant, primarily based on "obsolete" United States manufacturing
technologies, enabled Moscow to establish a plant capable of producing
100,000 motor vehicles (Model AA trucks and Model A cars) each year.3

The United States also was responsible for the remodeling
of the Soviet ZIL plant at Moscow, under the supervision of A. J.
Brandt. This remodeling included expansion, shift to a mass produc-
tion capability and other reconstruction.4 United States advisors
and engineering personnel frequently remained in the USSR for long
periods of time to assist in the training of Soviet workers. In the
1930s, GAZ was also converted to a mass production capability.

The USSR took control of production at these plants by 1934,

and by the end of the decade, saw Soviet auto production dramatically
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increase. However, with the start of World War II, these plants
were converted to produce military vehicles. Due to imperatives of
the war, it became essential that the overwhelming majority of Soviet
truck plants be able to produce military vehicles. Antony C. Sutton
has documented the interrelationship between the civilian and military
potential of Soviet truck plants.5

Another direct Soviet benefit from the Second World War was
the large infusion of American civilian trucks it obtained under the
Lend-Lease agreement. Moscow acquired over 400,000 civilian vehic]es}
(and also military vehicles) from the United States as a result of
Lend-Lease.6 After the war, Moscow updated their ZIL, GAZ, and
Yaroslav (YaAZ) truck plants by modernizing their production Tines.
During that period (1945-65), the USSR relied upon many of the
civilian automotive equipment and know-how (frames, engines, automo-
tive transfer lines, sheet metal presses, etc.) it received from the
United States during Lend-Lease.7

But by the mid-1960s, Soviet abilities to use and improve
upon these 1940s-vintage technologies became constrained. Soviet
auto production was stagnating. Significantly, a major factor in
this inability might be attributed to the stricter COCOM controls
prevailing at that time-—fbr these restrictions didlinc1ude controls
over special tooh’ng.8 The Soviets also needed to modernize its
automotive industry due to increasing consumer demands for passenger

cars.9 195




Along with the Soviet decision to modernize its automotive
industry in its Eighth Five-Year Plan came the_rea]ization that
indigenous Soviet technology could not accomplish the goals Moscow had
enumerated as essential to raise Soviet production capabilities to
acceptable standards. Consequently, Moscow made a deliberate decision
to seek out Western assistance for the improved devejppment of its
automotive production capabi]ities.lo

The first step toward this end came in 1968 with the con-
struction of the Volgograd plant at Togliatti. The major contractor
for the construction of this plant was the Italian automobile firm,
Fiat. Fiat helped provide plant layouts, engineering technology and
technical assistance for the construction of the Vo]gograd‘plant;
they also served as a coordinator for transfer to other Western
equipment for the plant, essential to its construction.11

The Volgograd plant received a large share of its plant
equipment from the United States. One analyst, Antony C. Sutton,
estimated that 75 percent of the Western plant equipment transferred
to Volgograd by the West came from the United States; but the exact
percentage'is not revealed by the latest government sources on
Western technology transfer to the Soviet auto industry.12 This
Western plant equipment transferred included foundry machines,
transfer lines for engine parts, steering linkages, gear-cutting and

heat-treating equipmeht, presses and automotive 1athes.13 The
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Soviets themseives provided the construction and architectura] work
for the Volgograd piant.14 The Vngograd/Tog]iatti‘transfer, also
called the "Fiat deal," took place over 1968 to 1975. The Soviet

chose to renew their contracts with Fiat in 1970 and 1975. Yet, in
spite of this major deal, the Soviets felt the need to conclude another|
major transfer contract with the West to expand Soviet CApabilities

for increased, mass production of civilian trucks.

Kama River Truck Plant

In 1971, the Soviet Union sought out Western technology,
credits and equipment to help it in the construction of a major truck
plant near the city of Naberezhnye Chelnye on the Kama River. The
Soviet Union chose primarily American companies to supply the plant
equipment ahd.techno]ogica] know-how for the Kama River Truck Plant.

Over 150 licenses were granted by the United States to allow
United States corporations to sell equipment and technology exports
to the Soviet truck plant at Kama River.15 These licenses are
believed to amount to $1.4 billion worth of total American exports to
Kama ﬁiver, although the known worth of .the 1icenses is only
$355 mﬂh‘on.16 This is because the Commerce Department itself can
not exactly account for how much was shipped to the Soviet Union,
since only forty-three of these licenses were sufficiently annotated

to denote what was shipped to the Soviet Union, and how much it cost.
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The United States also helped Moscow.with the financing of
the project. The Chase Ménhattan“Bank loaned $192 million to the
USSR for the Kama project; United States Export/Import Bank loans
totaled $86.5 million for the Kama project.17

The Kama plant had six separate factories. American
equipment and technological exports of:significant quantities went to
both the foundry and the diesel engine factory. United States
companies also supplied production lines and the plant Computer.18
Swindel1-Dressler provided $162 miliion worth of equipment for the
Kama River foundry; other United States companies participating in
technology transfers to Kama River included Honeywell, Warner and
Swazey, and Gulf and Western.

The plant was initially designed to reach .an eventual truck
production capacity of 150,000 8-ton trucks per year, and a dﬁesel
engine capacity of 100,000 per year.19 However, recent estimates of
Kama's annual truck production capacity have.fluctuated. Its pro-
jected annual output has been estimated by Miles Costick te be
250,000 multiple-axle trucks per year.zo

Two important facts regarding the Kama River project should
be stressed at this point.  Although foreign ayai]abi]ity was cited
as a rationale for United States participation in the project, an
October 17, 1979 interdepartmental memorandum written by Commerce

Department Deputy Director of the Office of Export Administration,
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Lawrence J. Brady, stated that ". . . the accuracy of the assertion
that availability existed elsewhere has been questioned on the basis
of economies of scale associated with U.S. capabilities and the
management know-how which the U.S. possesses."21 Furthermore, the
United States was led to understand that the trucks to be produced at
Kama River were to be used for industrial and agricultural purposes
only.22 “While this latter point has been disputed, sufficient

documentation exists to show that this was.indeed the case.

Military Potential of Soviet Truck Plants

The key to understanding how the Soviét‘Union has diverted
civilian truck plants to produce military vehicles lies in their
conscious post-World War II decision to adapt civilian truck plants
to potential, or actual military use. Many of the Soviet truck plants
were converted to the production of military vehicles during World
War II. A recent CIA report cites the Gorki (GAZ) plant as a typical
examp]e.23

In point of fact, as Antony C. Sutton chronicled in

Western Technology and Soviet Economic Development, the ZIL (Moscow),

Ural (Miass), Yaroslav (YaAZ), and Minsk (MAZ) automobile plants
produced both civilian and military trucks during the 1945-1970
period (see Table 13).24

Former OEA Deputy Director, Lawrence J. Brady, wrote in his

October 17, 1979 memorandum to the Commerce Department that "there is-
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Table 13

Soviet Automobile Plant Models, 1945-1970

Plant Civilian Military

Moscow (ZIL) Passenger autos, buses, ZIL 150 and 151
4-ton and 3-ton dump armored trucks
trucks '

Ural (Miass) Moskvich passenger Moskua 402, 4-wheel
auto drive cross-country

Moskvich
Gorki (GAZ) Passenger cérs, GAZ-56, 62 military

medical vehicles

Yaroslav (YaAZ) YaAZ 12-ton trucks

Minsk (MAZ) 5-ton and 7-ton trucks,
dump trucks

trucks, GAZ-46
Jjeep, GAZ-47
amphibious person-
nel carrier,
GAZ-69 command car,
GAZ-69A scout car

N/A

MAZ-57 ammo carrier,

MAZ-63 gun tow,

MAZ-100 utility
vehicle

Source: Antony Sutton, Western Technology and Soviet Economic

Development, 1945-1965, vol 3 (Stanford, Ca.: Hoover
Institution on War, Revolution. and Peace, 1973), p. 384
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evidence that the military construction of Soviet general purpose"
truck factories is both "significantf and "to the detriment of U.S.
national security.“25

If the potential risks of diversion of civilian truck
factoriés to military truck production are unacceptable to United
States national security, then United States decision makers should
re-formulate Unifed States. export control policy to ensure that such
policies do not continue. The remainder of this chapter will be
devoted to assessing whether the truck plants mentioned here have been
used for Soviet military end-uses, and if so, if such diversion poses

a threat to United States national sepurity.

Vd]gograd and the Fiat Deal

The Volgograd truck plant that was constructed partially
with United States technology has the potential for military diversion.
At least one instance of actual diversion and use in military hostili-
ties has been documented. The Volgograd plant (VAZ) was capable of
production of small 73-85 cubic-inch engines that could be used in
military jeeps.26 Some of the plant equipment shipped to Volgograd
was high on the restricted 1ist. Although the Administration "made
explicit statements to Congress denying that Volgograd had military
potential," there have been reports ofAthe use of Volgograd vehicles
and technology in military conf]icts.27 Some of the vehicles made

at Volgograd were reportedly re-transferred to North Vietnam during
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the Indo-China war, and technology given to Moscow at Volgograd gave
the Soviet Union the "know-how to produce ‘the very efficient armored
personnel carriers used in the 1973 Arab-Israeli War."28

The Volgograd transfer had the full support of the U.S. State
Department.  The Johnson Administration's. reluctance to control

exports to Volgograd must be considered a major export control policy

failure that should not have been repeated.

ZIL Truck Plants

The ZIL truck plants were constructed with a large degree
of United States technology and must also be considered in an analysis
of potential diversion of civilian truck plants for military end-uses.

ZIL consists of twelve to fifteen separate truck plants in
the USSR.  The Moscow branch of ZIL at Lekachef is reported by former
Commerce Department official, Lawrence J. Brady, to have “"more than
60 laboratories,"” enabling ZIL to serve. as both a center for research
and development and the "center for the entire Soviet automobile
1ndustry."29 That being the case, it serves as a research ahd
design facility for both traditional civilian.industry and also the
military automobile industry. Brady stated in testimony before the
International Finance ‘Subcommittee of the Senate Banking,.HOUSing and
Urban Affairs Committee on November 28, 1979, that the ZIL 131
‘military truck was one of the best examples of United States 1nte111-

~gence uncovering a Soviet military truck being manufactured at a ZIL
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truck plant..30

Aside from military trucks, ZIL plants were also diverted
to the manufacture of missile rocket launchers. A February 3, 1977
Department of Commerce interoffice memo on.the proposed sale of a
computer to the ZIL truck plant admitted not only that ZIL manufac-
tured military vehicles, but also rocket 1aunchérs.31 ‘Moreover,
Lawrence J. Brady contends that the government knew that up to one-
quarter of all ZIL plant production was going to the military.32
Perhaps even more important, however, was the fact that the February 3,
1977 memo clearly admitted that 100 missile launchers were being
diverted out of the 200,000 vehicles manufactured each‘year.33 Yet,
the Commerce and State Departments contended that this diversion was
small enough to permit the sale. The Defense Department now admits
that ZIL has produced missile 1auncher5-.34

The transfer of computers and spare parts to ZIL has also
been a source of disagreement in the government. The Defense
Department and the Energy Research and Development Administration did
reportedly oppose the sale of a computer to a ZIL plant in 1977, but
this opposition had 1ittle impact upon United States policy, and the
State and Commerce Departments argued in favor of the Sa]e.35 The
United States could have controlled other computer sales to ZIL
either unilaterally, or under COCOM, but refused to do so. Accokding

to Lawrence J. Brady, a 1975 letter in Commerce Department files
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disc]osed that the United States had exported $12 million to $13 mil- |-
lion worth of computers and spare parts to ZIL 1’ac1:01r'1'es.3‘6 Given
the paramount importance of computers to the development of the auto-
motive industry (particu]arly such areas as stress. analysis, engine
analysis, and engine characteristic analysis)--which has been amply
substantiated by CIA researcher Kenneth Tasky--the wisdom of these
computer technology transfers to the USSR can be questioned on
resource allocation grounds as well. According to a recent CIA
report, an estimated 200,000 of the 895,000 Soviet employegs in
automotive industry work at ZIL plants; 17 of the 77 Soviet automotive
plants are located at ZIL faci]ities.37 ‘Clearly, computer transfer
to ZIL has been a major missing link that Moscow needed to improve the
- performance characteristics of itsvautomotive vehicles.

By 1980, the Department of. Defense was recommending, follow-
ing the Soviet invasion of Afghanistan, that all export licenses for
technology and equipment transfers to ZIL plants in the Soviet Union
be revoked. Senator Harry F. Byrd (I-Va.) questioned Commerce
Department official Kent Knowles on February 4, 1980, as to the DOD
position on licenses to ZIL plants, and Knowles acknowledged that

revocation was indeed the DOD position;38

Kama River
The one transfer of automotive technology to the USSR that

is undeniably the most conspicuous example of the failure of United
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States export controls, and the detente policy which engendered them
to protect the nationa] security, has been the Kama River project.
Not only can it be proven that diversion of United States commercial
‘technology and equipment transfers‘occurred at Kama River, but it can
also be proven that the United States government was negligent in
acting upon repeated warnings that Kama River was being used to
manufacture military end-products.. In point of fact, once again,

no action was taken to remedy this situation until after the Soviet
invasion of Afghanistan, when Soviet military vehicles--manufactured
at Kama River--were spotted by intelligence sources as being used in

military operations in Afghanistan.

Kama Intelligence

The first objections to the Kama River project were raised
by defense and intelligence officials at the time of the granting of
the export licenses in the early.1971-72vperiod. The Department of
Defense had warned of the possibility of the conversion of ciyi1ian
truck plants into military truck plants at that time, and had raised
objections to the transfer of many of the construction technologies
and production processes in particular; moreover, according to the

November 1979 Office of Technology Assessment report, Technology and .

East-West Trade, ". . . the U.S. Secretary of Defense opposed having

an American contractor acting as a contractor for a plant capable of

producing vehicles that might eventually be used for military
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purposes."39 -Even more to the boint is the fact that, according to
Mr. George Mohrmann, military assistant to Congressman Richard Ichord
(D-Mo., Chairman of the Armed Services Research and Development Sub-
committee in the House of Representatives), whom the writer inter-
viewed, the Defense Department files on Kama River registered strong
objections to the project and contained evidence that it would be hard
to justify the export of these technologies at a time when the United
‘States was bombing Soviet-made trucks in the Vietnam War.

The Kama River project was to have specifically been devoted
to the production of civifian motor vehicles. The Brady memorandum
of October 17 clearly stated that Kama truck production was to have
been primarily for industrial and agricultural pur'poses.40 Yet, by
the late 1970s (1977-79), it became apparent. that Moscow was diverting
the production of the Kama River truck plant in contravention of the
understanding upon which the project had been based.

Partial evidence of Soviet diversion. of the output of the
Kama plant first became known in 1977; by mid-1979 the evidence was
overwhe]ming.41 By the winter of 1979-80, the Defense Department
was even willing to admit that the plant played an integral role in
Soviet military truck production. Undersecretary of Defense for
Research and Engineering Dr. William Perry testified before the
International Finance Subcommittee of the Senate Banking, Housing and
Urban Affairs Committee, in January of 1980, that "the U.S. had known
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for some time" that part of Kama's production was going to the
mi]itary.42 indeed, Perry stated, "Recently . . . most of the trucks
have been taken by the military," which he called Kama?s "first
priority customer."43

It was in May of 1979 that the first substantial unclassi-
fied evidence came forward from the United States intelligence
community alerting the nation to the fact that the Kama River truck
plant was being diverted to produce military vehicles. Hearings were
conducted by the Research and Development Subcommittee of the House
Armed Services Committee, which substantiated the early fears of the
Defense Department that Kama River could be diverted for the production
of military vehicles.

On May 23, 1979, CIA National Intelligence Officer Hans
Heymann testified at these hearings that both the vehicle production
and diesel engine production was being diverted by Moscow for use by
the Soviet military. Specifically, Heymann stated that (1)v50,000
diesel engines were being manufactured eachnyear at Kama that were
being installed in Soviet military vehiclés; (2) some of the vehicles
using these engines had shown up in military vehicles in Eastern
Europe, including military trucks, armored personnel carriers, and
assault vehic]es.44 OEA Acting Director Lawrence J. Brady also
testified at these hearings and stated the same day that the Soviets

were diverting IBM computers to help produce military trucks at Kama
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River, in spite of end-use statements requiring they be used for
civilian end-uses.‘45 Brady also declared that Kama demonstrated that
the entire United States export control process was "in a shambles."
These hearings also uncovered the fact that Kama River had been used
to develop the T-72 battle tank.46 Lawrence J. Brady has stated
that the Kama foundry was cast "300 V-12 engines," a type which can
be used in tank manufactur‘e.47

The May 1979 subcommittee heariﬁgs held by the House Armed
Services Committee served as a catalyst for further Congressional
inquiries into the Kama River project. 'Hearings held by the sub-
committee in July saw Frank A. Weil, Carter Administration Secretary
of Commerce for Industry and Trade, state for the first time that
"some general purpose Kama trucks are being used by the Soviet mili-
tary estab]ishment."48' During that same month it was reported that
the Soviets had uged United States-made computers to "make diesel
engines for military vehic]es,"49 Senator Henry Jackson also
publicly revealed that United States intelligence indicated that
30 percent of the Kamg River truck engine production was being
diverted.50

By November 1979, even more alarming evidence of diversion
was being uncovered. Defense Intelligence Agency Assistant Vice-
Director for Technical Intelligence, Dr. Jack Vorona, testified before
the General Procurement Subcommittee of the Senate Armed Services
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Committee that the trucks produced at Kama River
are more efficient and reliable than those they are replacing
and have a 60 percent greater haul capability on a one-for-
one basis. Many of these trucks indeed are going to the
civilian economy (where they are always subject to call by
the military); but others are actually being used by the
military. We continue to receive unconfirmed reports that
some of the excess engines may be destined for other military
vehicles.51
Later that month, OEA Deputy Director Lawrence J. Brady testified
that Kama River-built trucks "are in military units in Eastern
Europe."52 Brady had recommended in October that an "immediate and
thorough intelligence assessment" of all activities underway at the
Kama plant be conducted by the Commerce Department to assess if United
States export control regulations had been violated including:
1. An investigation of the uses of Kama River trucks
2. An 1nvestigétion.of distribution of Soviet dual-use trucks to
other nations
3. An examination of the "foreign availability" criteria

4. A reassessment of the role of Soviet truck plants in contributing

to the shift in the NATO/Warsaw military ba-]ance53

Use of Kama Trucks in Afghanistan

A final, conclusive proof of the diversion of the Kama
River Truck Plant came three days after the Soviet invasion of
Afghanistan in December 1979. An interagency review memorandum for
the Export Administration Board signed by Department of Commerce
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General Counsel Homer E. Moyer reported that the CIA had information
that Soviet combat'troops were using trucks in their military opera-
tions in Afghanistan that were manufactured at Kama River.54 In
February 1980, in a hearing before a Senate Governmental Affairs
investigations subcommittee, Dr. William Perry, Undersecretary of
Defense for Research and Engineering, acknowledged that Soviet trucks
produced at Kama River were sighted in Afghanistan. He also stated
that the United States had "fragmentary" evidence as early as 1977
that Kama was manufacturing military trucks.55 Yet it was not until
after the Afghanistan invasion that the government suspended export
licenses for the Kama River Truck Plant.

In January of 1980, the Defense Department began to argue
for a revocation of the Kama River export licenses requiring U.S.
Department of Commerce validation. Dr. William J. Perry stated that
same month before the Senate Banking Committee's subcommittee on
international finance that the Kama River Truck Plant's "first
priority customer" was the Soviet mi]itary.SG- Yet, ironically, on
February 20, 1980, before the General Procurement Subcommittee of the
Senate Armed Services Committee, Commerce Department officials
aknowledged that it had approved the transfer of an Ingérso]l Rand
diesel engine assembly manufacturing line to Kama River, which,
although it does not require a validated export license, would upgrade

57

the production output of the Kama River plant.
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This 1nterdépartmenta1 discrepancy in United'Statés policy
on the Kama River plant suggests that a full-scale investigation of
the relationship between United States techno]ogy‘transfer and Soviet
military vehicle production should be initiated at the earliest
possible moment.  Such an inVestigation should be conducted
independently from the oversight of the.Cqmmerce Department, because,
as the following brief analysis of the Kama River investigation by the
CommercevDépartment will demonstrate, that department does not have
either the manpower or the expertise to properly investigate charges

of diversion and other compliance questions.

Commerce Department and Kama River

When Commerce Department official Lawrence J. Brady first
testified in May 1979 that his personal investigation of the Kama
River Truck Plant convinced him that diversion had occurred, the
department undertook a concerted effort to show thatg#technica11y,
diversion had not occurred. This effort culminated in the issuance
of a Commerce Department report completed in December 1979 that there
were no "illegal" diversions to Soviet military use of trucks produced
at the Soviet Union's Kama River Truck Plant.58 Moreover, the report
stated that "the thorough investigation which we ordered has now
resu]ted in a report that no compliance action was necessary" with

respect to Kama River.59
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The origins of the Commerce Department's report was an order
by Assistant Secretary of Commerce Stanley J. Marcuss that the Office
of Export Administration's Comp]iance Division undertake an‘investiga-
tion to determine whether United States export control laws were
violated during the Kama River project.60 The order was issued
largely in response to former OEA Acting Director Lawrence J. Brady's
charges that Kama River did violate United States export control
regulations.

While the entirety of the Brady/Commerce conflict during
1979 is not to be covered to a large extent here, three important
points about it should be presented to demonstrate'(l) that violations
of United States export control regulations did occur; (2) that the
Carter Administration reversed its position on the importance of
Yend-use" statements on United States export control licenses; and
(3) that the U.S. Commerce Department failed to enforce those regula-
‘tions at a time when substantial evidence had been presented by the
intelligence community indicating that Kama River was being diverted

for military purposes.

1. Violations. Lawrence J. Brady notified the Commerce
Department of violations of Kama River export licenses in an October
17, 1979 memorandum. Brady argued that the regulations under which

United States export controls are administered [Export Administration
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Regulations--EAR 375.2(e)(4), EAR 387.5(c), and EAR 375.2(f)(2)] all
had been violated in the Kama River case. These regulations stipu-
lated that the consignee/purchaser, or end-use, statements (which were
signed by the Soviet Union) would not be violated by (a) using the
commodity to produce other end products not listed on the license;
(b) any changes "of material fact or intention from that previously
represented, stated, or certified"; and (c) disposing of commodities
covered by the statement contrary to "the representations made 1in the
statement."61 Such end-use statements do constitute restrictions on
how an export can be used.

In point of fact, at the May 23, 1979 House Armed Services
Committee hearings, Commerce Department official Stanley J. Marcuss's
testimony strongly supports Brady's analysis. These brief exchanges
of Marcuss with Congressman Larry McDonald (D-Ga.) and Subcommittee

Chairman Richard Ichord (D-Mo.) substantiate Brady's position.62

MCDONALD: Do the Soviets provide an end-use statement as to guarantee-
ing that there will be no diversion to the military?

MARCUSS: Correct.

MCDONALD: Does that include an end-use statement on the Kama River
Project?

MARCUSS: Al11 of the items that were subject to control for that
project have required end-use statements.

MCDONALD: That includes Kama River?

MARCUSS: It includes Kama River, of course.
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ICHORD: If I may intervene, don't you really think that is a rather
silly requirement (end-use statements), Mr. Marcuss?

MARCUSS: I do not at all, because it provides us with legal authority
in the event of false certification or in regard to
violation. (Emphasis added)

ICHORD: In regard to the Soviet Union, what 1ega1 action will you
take?

MARCUSS: You can terminate the right of that entity to secure equip-

ment or technology from the United States You can termi-
nate spare parts shipments. ’

Given the integral role of end-use statements in the United
States export control system, the Soviet diversion of the Kama River
plant for military end-uses did violate these representations. More-
over, throughout the 1970s, the United States based its subsequent
export policy toward Kama River upon the assumption that Kama River
would not be diverted. Many of the original licensing decisions made
during the summer of 1971 were based upon. the Soviet/Mack Truck
Protocol, which stipulated that the output of the plant would be
civilian, industrial and agricultural vehicles.  Perhaps even more
significant is the fact that special conditions, not a part of the
license itself (which contained no specifications), were "attached to
| the IBM computer license in 1975" that specified that the IBM computer
would be used for "civil app1ications oniy.f63 Also, the United
States, in response to a request by an ally, sent assurances to its
COCOM allies 1n.19}5 that tﬁe IBM computer exported to Kama River

would not be used for miiitary truck production or other purposes.
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These assurances, according to Lawrence Brady, were transmitted in the
form of a classified COCOM cable assuring that Kama River would not be
used for any military purpose. Given these facts, there is no doubt
that the United States assumed that the Kama River export licenses
would be granted on the basis that.the trucks being produced would be

used -for civilian purposes only.

2. Administration reversal. In the summer of 1979, the

Administration began an effort to deny that there were any violations
of Kama River export licenses. A July 19 letter from Commerce
Secretar&'Juanita Kreps to Richard Ichord (Chairman of the House R&D
Subcommittee) stated that there was no diversion at Kama, because the
licenses "contained no restrictions which we can identify limiting the
use of trucks and engines produced at.the'factor_y."65

This position was reiterated a few days later during a
subsequent House Armed Services subcommittee hearing by both Stanley J.
Marcuss and Frank A. Weil of the Commerce Department. Weil dec]éred
that the end-use statements (to which Brady referred) are only "a
declaration of intention as to what this. particular thing or process
wi]]‘produce."66 This directly contradicted Marcuss'’s testimony of
May 23 stating that end-use statements give the government the legal
authority to cut off further shipments to the p1ant‘if they were

violated. Moreover, when asked by Congressman ‘Ichord if the statement

215




"manufacture of heavy duty trucks for civilian use, Kama River Truck
Plant" constituted an end-use restriction, Weil replied,
I'm advised, Mr. Chairman, that that language was not made a
condition of the language [application] . . . that is simply
a prefatory. 'statement for what the se]]er 1ntended his project
to be used for.67
Furthermore, when questiohed by .Ichord as to if Kama produced armored
personnel carriers? whether that would be a diversion or violated,
Weil stated it wou]d‘not.68

A key element in the Administration's argument was that the
Nixon Administration permitted this, presumably because it was felt
Kama River would not be diverted. However, as we have seen, the
Secretary of Defense had severe reservations about the potential
military capability of the Kama River plant at . the time the export
licenses were granted. But these reservations were never acknowledged
officially by the Administration.

In November 1979, Assistant Secretary Marcuss told the
international finance subcommittee of. the Senate Banking, Housing and
Urban Affairs Committee that the technology exported to Kama River

was decided by the Nixon Administration . . . because it
determined that use of the trucks by military personnel would
not result in a significant contribution to Soviet military
capabﬂities.69 |

Commerce Department General Counsel €. L. Haslam echoed
this rationale as well. This reversal of position became the offi-

cial department position by late November. Halsam issued a statement
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on November 27, 1979, declaring that "the Nixon Administration was
fully aware . . . that some of the civilian-type Kama trucks could
also end up in Soviet motor poo]s.f7o

The Department of Commerce's report on. the OEA Compliance
Division investigation reflected these positions. The investigation,
conducted during November and December of 1979.  Haslam had earlier
criticized Brady in late November for failing to document any agreement
that prohibited "specific application" of military products in the
truck manufacturiﬁg 1'ndustry.71 That, however, represented a shift
in policy from the general use of endFuﬁe statements as restrictive
mechanisms to prohibit any diversion to the specific use of statements
to pr6h1b1£ a particular application. This change of emphasis was
clearly evident in the Commerce Department's. report, which found that
"no illegal diversion" at Kama River had occurred;72 Haslam is
reported to have stated in explaining the report's finding that "“there
is no end-use statement which prevents use of the trucks by ‘the Soviet

m11itary.“73

3. Commerce Department failure. The fact that the Commerce

Department failed to take compliance action®against the Soviet Union
for its diversion of the Kama River Truck Plant for military truck and
engine production, and even reversed its position on the utility of

end-use statements in the process, is a telling commentary on the
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state of United States export controls and United States-Soviet
relations.

That the intelligence community had repeatedly informed the
government that Kama was being diverted, and that in response to that
information, the United States took no action to stop it, until after
the Soviet invasion of Afghanistan should be viewed as indicative of
an alarming trend in the United States export control system--one that
rationalized diversion, and failed to prevent its continuation until

after the fact that they had been used in aggressive military action

had been established.

The Kama River case demonstrates two other important facts
relating to Soviet behavior, which should be taken into consideration
in all "dual-use" technology transfer projects in the future:

1. The Soviet Union only buys technology that it needs.

2. If they have a chance to divert a technology, they will divert it.

3. The United States has failed to develop a coherent export control
policy to prevent diversion froh occurring; and a major reason for
this has been the role that the Commerce Department has played in
not adequately using its resources to investigate diversion and
its tendency to dismiss diversion as not illegal if no specific
statements prohibiting military use have been placed on or with

export license applications.
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Conclusions

United States automotive technology transfer. to the Soviet
Union has contributed to both the development of Soviet military
vehicles and the improvement of the Soviet automobile industry's pro-

duction capabilities. The first conclusion is amply documented by

the Kama River project; the ZIL and Volgograd transfers also are
questionable from a national security perspective. The improvement
of the USSR's civilian automobile industry has been facilitated by
United States automotive technology transfers. This has enabled the
USSR to increase motor vehicle production to a degree that would not
have been possible indigenously.

To the extent. that Soviet truck plants are convertible to
military production (as has been shown earlier), the development of
the civilian automobile industry of the Soviet Union through technology
transfer can be questioned from the logical indirect and potential
military benefit Moscow accrues from receiving Western automotive
technology. Also, Western (and United States in particular) tech-
nology transfers to the USSR provide Moscow with an ability to
decrease the time iﬁ which it would take Moscow to reach projected
production levels indigenously--something that does have military
value, especially if a crisis or premobilization period were to arise
in which increased production in a short time frame would be a para-

mount concern to Soviet leaders.
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For these reasons, the United States should redevelop its
technology transfer and export control policies in the automotive area.
This redevelopment, of necessity, must be comprehensive. It will
require a reevaluation of the economig benefit that such trapsfers
have given to the Soviet defenSe)industrialfbase, as well as the
development of a policy aimed at prohibiting technology transfers that

‘|are directly harmful to United States national security interests.
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CHAPTER VIII
OIL AND GAS TECHNOLOGY TRANSFER

Energy resources are increasingly becoming of paramount
importance to the balance of power relationship between the United
States and the Soviet Union. In the past decade, and even more so
today, the maintenance of secure energy supplies are basic United
States and Soviet objectives.

The transfer of 0il1 and gas technology from the United
States to the Soviet Union should be analyzed in any discussion of
energy security policy, for the prospective o0il situation in the
Soviet Union has significant ramifications for United States national
security. Until recently, United States energy security policy
focused primarily on United States éupp]ies, rather than on the Soviet
energy situation.

However, with the 1977 Central Intelligence Agency predic-
tions indicating that Moscow would become a net importer of o0il by
1985, much analysis has been directed toward Soviet energy production,
its role in the geopolitical balance of power, and its re]ationéhip
to international security issues.1 CIA Director Stansfield Turner

recently stated before Congress that the Soviet o0il production
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shortfall due to occur in the mid-1980s may cause Moscow to use military
force to obtain the oil it needs to fuel its industrial base.2

The one element that has not been given sufficient attention
in the renewed emphasis on analysis of Soviet energy problems is the
relationship between Western energy. technology transfer to the Soviets
in the 1970s and the growth of Soviet energy production capabilities
and requirements. United States energy technology transfer to the
USSR covers a wide range of areas: o0il production technology, off-
shore oil drilling technology, magnetohydrodynamics, controlled
‘thermonuc1ear fusion and atomic energy. This chapter will analyze
United States oil and gas technology transfer to the Soviet Union, and
will attempt to answer two basic questions:

1. Should Tlimitations be put upon Western oil and gas
technology transfer to the USSR, given the prospect of Soviet oil
shortages in the 1980s? How do world oil market considerations enter
into such determinations?

2. MWhat has been the net effect of United States o0il and
gas technology transfers to the USSR in the 1970s, in terms of

indirect military utility to qucow?

0il

Energy is vital to the health of any industrial economy,

and the Soviet Union is no exception. The Soviet Union, according
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to the Defense Inte]]igehce Agency, needs to continuously develop its
energy resources, "particularly oil output," to ensure that the entire
Soviet economy will grow at a 3 percent rate in the 19805.3 Moreover,
Moscow needs to produce oil and gas to sell to its East European
satellites and other West European nations to earn hard currency to
continue to pay for its imports of other Western products and technolo-
gies.4 The energy problem has been of such ‘importance to Moscpw'that
in December 1977, the Central Committee of the Comﬁunist Party of the
Soviet Union created an emergency commission to study Soviet energy
problems and their relationship to the Soviet economy.5

Moscow's major oil production problems include the facts
that (1) Moscow needs deep drilling technology to recover oil west of
the Urals; (2) they have shortages of high quality equipment and
trained personnel in all fields of the energy sector; (3) 80 percent
of Soviet energy resources and output are in Siberia and the Far East.6

For these reasons, Moscow has had to import large quantities
of Western oil and gas equipment over the past decade. Soviet
| imports of Western oil and gas equipment grew dramatically from the
early 1970s to the late 1970s, and illustrate the Soviet dependency
on Western technology. Table 14, based primarily on Soviet data,
shows the rapid growth of Soviet imports of Western oil and_gas

technology.
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Table 14

Soviet Imports of Western 0il and Gas Equipment
(In millions of US$)

From U.S. . ~_From.the West
1972 $ 4.6 $ 19.4
1973 4.3 23.5
1974 .5 9.0
1975 49.5 150.1
1976 40.6 226.5
1977 29.3 121.0

Source: Office of Technology Assessment, Technology and East-West

Trade (Washington, D.C.: GPO, 1979), p. 239.

In 1978, the Offiée.of International Security Affairs of

the Department of Energy issued a report that analyzed 65 specific

cases of United States o0il and gas production and equipment export

cases to the Soviet Um‘on.7

involved the sale of priority equipment (exploration, drilling, com-

The report stated that 44 of the 65 cases

pletion, production, and offshore) to the USSR--the remaindef involved

technology, spare parts, sales of over $1 million and other caSes.8

Table 15 breaks down the distribution of these priority equipment

exports, and assigns a percentage to them in terms of their dollar
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value for all priority equipment sales.

Table 15

Priority Equipment Exports to the USSR

No. of Cases.

%.Dollar Value

Exploration
Drilling
Completion
Production
Offshore

21

W W N

44

10.4

5.6
28.3
34.9
20.8

100.0

The study concluded.that completion and exploration equip-

ment accounted for two-thirds of all priority equipment sales; yet

exploration equipment sales, being inexpensive, "comprised about 10

percent of total case value," implying that although exploration and

completion equipment sales were most numerous, other categories may

have been more profitab]e.g

Indeed, this was the case.

Production and off-shore

equipment sales accounted for 55.7 percent of total.priority equipment
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exports to the USSR (see Table 15). Moreover, the ISA report noted
that most of these exports are being used at "mature producing fields"
at Irkutsk, Tyumen and in the Caspian‘Sea.10 In its summary, the
ISA concluded,
Based on the limited data base, it appears that the equipment
identified by DOE as being critical to affect significant oil
and gas technology transfer are indeed in demand by the Soviets.
Furthermore, the technological capabilities possessed by
these equipments span the full spectrum of oil and gas tech-
nology--from exploration to production.ll

It is reasonable to conclude that Moscow is heavily dependent
upon the United States for priority equipment needed to increase oil
and gas production at existing Soviet oil fields, and not'just to find
new fields. This leads to the conclusion that the United States
could exert substantial unilateral economic leverage over the USSR by
withholding oil and gas techno]ogy from Moscow in key priority equip-
ment and from use in specific geographical areas.

Former National Security Council member, Samuel P. Hunting-
ton, has noted that it has been estimated that Soviet o0il production
"would today be 10 to 15 percent less than it is, were it not for
recent imports of certain types of Western techno]ogy.“12 Together
with the fact that these imports have gone to key geographical areas,
it is evident that the United States is helping Moscow solve its energy
requirements. However, as Mark E. Miller has noted, the Soviet-

American energy technology transfer relationship is an interdependent

one, and the potential use of o0il production equipment and technology
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as an instrument of economic leverage against Moscow is a two-edged
sword. Nevertheless, as Miller notes:

It seems fair to say that whatever the chances the Soviets
will undertake basic economic reforms and divert substantial
resources from the military sector depends ultimately upon
their profound conviction that the West will not bail them
out of their economic difficulties.13

At what point do United States oil and gas technology

' transfers to the USSR adversely affect the national security? This

1 ‘
iquestion has generally not been seriously addressed by United States

policymakers. The following exchange between Senator John Heinz

r

"(R-Pa.) and Dr. William J. Perry, Undersecretary of Defense for
i

!Research and Engineering, illustrates this point:
' ‘ Lt PO

:SENATOR HEINZ: In your view, would it be in the interest of the

i United States to provide the technology necessary

| to facilitate the development of the energy resources
' of the Soviet Union . . . ?

' DR. PERRY: Strategically, the debate is of limited importance.

f Substantial additions to Soviet oil production would

| not necessarily increase Soviet military capabilities
directly . . . because Soviet military forces con-

tinue to have first priority over nonmilitary

requirements.l4

] The strategic aspects of the debate have not been addressed

because of two reasons: First, United States policymakers want
EMoscow to receive 0il and gas equipment due to thé desire to keep the
EUSSR out of the world oil import market; and secondly, because it was
'contended that denial of oil and gas production equipment to the USSR

icou]d‘drive the Krem]in_toward miiitary action agaihst the oil-
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producing states of the Persian Gulf.

These rationales for transferring oil and gas technology to
the USSR should be put in perspective. = Regardless of whether 0il and
| gas technology is transferred to Moscow, it is estimated by the CIA
that by 1985 Soviet 0il output will have decreased from 11 to 12 mil-
lion barrels per day in 1978 to 8 to 10 million barrels per day in
1985. This projected shortfall will result in a decrease in the
annual Soviet rate of growth in energy output from 5 percent in 1976-80
to about 1 percent in 1981-85. Concurrently, this drop in output
will force, according to CIA projections, a leveling off of the Soviet
qi] consumption growth rate. To be specific,

. a sharp s]owdowﬁ in energy production threatens to impede
economic growth further unless Moscow saves large amounts of
energy and/or;a119w§ a majok turqaround.frgm;its Eresent net
energy export position to a net import pos1t1on.1

This will occur regardless of whether or not United States oil and gas
equipment and technology is transferred to the USSR.

Moscow's 011 problem has ramifications for both its Eastern
bloc allies and Western Europe. The USSR exports 1.6 million
barrels of oil per day to Eastern Europe, and close to 1 mi1110n
barrels per day to Western Europe.16 An 011 shortage in the USSR
will force cutbacks.in these exports, thus reducing Moscow's hard
currency earnings from these exports.

Unclassified CIA studies indicate that although the Soviet

0il consumption growth rate is projected to rise at an annual average
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of 1 percent between 1981 and 1985, Soviet crude 0il production will
sharply decline over this same period. Table 16 and Figure 1 outline
Soviet 01l consumption from 1970 to 1979 and Soviet crude oil produc-
tion between 1956 and 1985. In Figure 1, the totals for Soviet crude
0i1 production form 1977 to 1987 are divided into high and Tow projec-

tions of probable Soviet production capabilities.

Table 16

*USSR: 0i1 Consumption

Year Million B/D
1970 5.15
1971 5.46
1972 5.92
1973 6.33
1974 6.79
1975 7.20
1976 7.55
1977a 7.9
1978a 8.4
1979a 8.9

Source: CIA, International Energy Statistical Review, CIA, ER IESR
80-010 (June 24, 1980), p. 24.

a . L ,
Preliminary.
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If one computes the Soviet oil consumption growth rate out
through 1985 at an annual average of 1 percent (starting in 1980), and
compares that with the high and Tow ranges of the CIA estimate for
Soviet o0il production, one finds that the Soviet Union will become
increasingly incapable of exporting oil to earn hard currency. More-
over, even at the high projection of Soviet crude oil production in
1985 (10 mi1lion b/d); the USSR will have virtually no hard currency
earning capability from its own indigenous 0il production (see Table

17).

Table 17

Estimate of Soviet 0il Consumption, 1980-85
(Assuming 1% annual growth rate)

Year Million B/D
(1979) 8.9
1980 8.99
1981 9.08
1982 9.17
1983 9.26
1984 9.35
1985 9.44

Note: 1985 CIA estimates of Soviet oil production (million b/d):
High: 10 million b/d

Low: 8.0 million b/d
Consumption: 9.44 b/d (estimate)
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Even assuming a midd]e-range estimate for Soviet oil produc-
tion by 1985 (9.0-9.5 million b/d), the USSR will virtually have no
oil .export capability, and will most probably have an oil shqrtfa]]
problem.

It will not make any appreciable difference to the world
0il export market if Moscow ceases to be an o0il exporter. From 1978
to 1979, Moscow's volume of sales declined from 1.2 million barrels
a day to 1.0 million barrels per day. Despite this decline, Soviet
0il export earnings rose from $5.7 billion in 1978 to $9 billion in
1979, a phenomenon the CIA attributes to "the benefits of OPEC-]ed
price incr‘eases."’}7 Clearly, upward price pressures in the world oil
‘market have worked independently of Moscow's 0il export capabi]ity,
which is rising in return.whi1e"it5 overall volume is decreasing.

The impact of the OPEC cartel on world oil prices reduces any major
impact that Moscow's production could have on price stability. Thus,
the removal of the USSR from the oil export market will in all prob-
ability have no measurable impact on worldwide prices.

If Soviet oil exports to Western Europe are reduced or cut
off, this will not have a major effect on the world oil import market.
The West Europeans will simply become more dependent on the Persian’
Gulf for these imports, a not altogether undesirable occurrence, given
the increasing political leverage that Moscow has on Western Europe.
It can be argued that it is more beneficial for the United States to
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